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1 Getting Started

1.1 Introduction

The second generation WARN system builds on the foundation of the first generation WARN equipment and adds
significant improvements. The second generation system is contained in a single 2RU openGear frame, with
complete failover protection, and ensures current and future FCC compliance.

The WARN system includes primary and backup hardware and operates transparently with no impact to your
station’s video and audio programs. Out of the box, it supports ASI, and optionally SMPTE 310.

1.2 Features

e Proven and reliable technology: The system is built around the D2Flex, a fourth generation digital video
multiplexer with technology used in hundreds of broadcast stations worldwide

e The 2RU, rack mount openGear oGx frame can be customized as needed by stations to accommodate
up to 10 cards

e The system design features a fully redundant satellite receiver and groomer pair that enables continuous
monitoring and automatic failover from main to backup

o Failsafe ASI bypass protection ensures that the station programming is not interrupted or disrupted in any

way discernable to viewers

Fail to wire bypass in the event of power failure or groomer card failure

Upgradable to support multiple transport streams, future enhancements, and ATSC 3.0

Supports ASI, and can be optioned with SMPTE 310

Browser interface for M&C, and SNMP status and traps for monitoring and alerting.

Dual Hot Swappable 600W redundant power supplies and cooling for reliable 24/7 operation.

User Manual stored on each Groomer which is updated with each firmware release so it is always current

and available

1.3 Manual

After logging in, the current User’s Manual stored on each Groomer may be accessed on the Main Page of the
GUI (the D2WARN Status page) by clicking on Support on the left margin. See below. This will allow the user to
download the manual on to the user’'s PC or view the manual on a separate tab of the GUI. The manual is
updated with each new version of firmware. When new firmware is released, it contains the latest version of the
User's Manual.

Instructions on how to log in to each groomer are provided in an upcoming section.

The latest version of the manual may always be found on D2D’s web site: www.d2dtechnologies.com/d2warn



8 Groomer-A X %8 Groomer-B X

<« C @ 192.168.2.205/d2warmnstatus/index

D2MANAGE"

AG2600 X

Groomer-A openGear Frame ID: 234582075 Slot: 2

AG2600

x| +

admin v

D2WARN Status

NAVIGATION

oll  D2ZWARN Status

Internal Temperature: 55.74 C @
@  D2WARN Configuration

5 System Settings .
Groomer-A Role: Primary Status: Alert Message Insertin:

@  Firmware
Broadcast Input @
B Logs
eess 07
+ Features 19.394 Mbps
Input from Satellite Receiver @
@ support /
© Diagnostics 66.827 Mbps

Last Alert Message: NONE

Satellite RX Communications: @
Groomer Pair Communications: @
openGear Communications: @
Alert Message Buffer Overflow: @
Video PID Available for Inserting: @
EIT/ETT Pid Inserting: @

Bypass Lockdown: @

g

Broadcast Output @

Geess T

19.394 Mbps

sSatellite Receiver Alert Message Heartbeat @

165

Fans: @

Power Supply 1: @

Power Supply 2: @

Alert Message Format: @

Alert Message in Primary Broadcast: @
Video Pid Inserting: @

EIT/ETT Pid Missing in Broadcast: @

Figure 1-1. Accessing the current User Manual

1.4 Requirements

Max Internal Temperature: 60.54 G @

Groomer-B Role: Backup Status: Alert Message Monitoring

Broadcast Input @

T £

19.412 Mops

Input from Satellite Receiver @

Revert Back to Primary Groomer

Last Alert Message: NONE

Satellite RX Communications: @
Groomer Pair Communications: @
openGear Communications: @
Alert Message Buffer Overflow: @
Video PID Available for Inserting: @
EIT/ETT Pid Inserting: @

Bypass Lockdown: @

data inserting devices (Datacasting, Water-markers, Nielson boxes, etc.).

— - -

\ ;
GROOMER i
' :

GROOMER i
" :
SATELLITE

)

Figure 1-2. openGear Frame, Front Facing with the Front Door Open.

1.5 WARN card layout

Slot 1: Empty — D2D Groomer A 10 Card does use Slot 1 backplane.

Slot 2: D2D Groomer A card.

Slot 3 and 4: Sencore AG 2600 Satellite Receiver card A.

Slot 5 and 6: Empty.

Slot 7: Empty — D2D Groomer B 10 Card does use Slot 7 backplane.

Slot 8: D2D Groomer B card.

Slot 9 and 10: Sencore AG2600 Satellite Receiver card B.

Slots 11 through 20: Empty.

2 rack spaces, at least 16” deep with redundant power to install the openGear Frame.
5 static IP addresses on the facility’s LAN that the openGear Frame will run on.

2 RF feeds from Galaxy-16, KU Vertical (a user supplied splitter can be used to feed both)
A PC or MAC with Chrome, Firefox or Edge.
ASI of the facility’s broadcast stream immediately after the encoder and any PSIP generation, prior to any other

Uptime: 3 Days 00:17:12

Broadcast Output @
19.411 Mops
satellite Receiver Alert Message Heartbeat @

155

Fans: @

Power Supply 1: @

Power Supply 2: @

Alert Message Format: @

Alert Message in Primary Broadcast: @
Video Pid Inserting: @

EIT/ETT Pid Missing in Broadcast: @

NETWORK
CONTROLLER
CARD




Note: The Groomer cards should remain in their assigned slots. Do not attempt to swap the groomer
cards without contacting D2D Customer Support.

There are two RF to BNC adapters supplied. These will go on the RF A input of the Satellite Receiver cards.

Also supplied are three BNC female to BNC female jumpers. These jumpers connect the Satellite Receivers to
the groomers, and Groomer A ASI-1 OUT to Groomer B ASI-1 IN (internal failover only). The system is shipped
with all adapters and cables pre-installed.

1.6 Additional installation requirements

The ROSS openGear oGx uses redundant power supplies and takes up two rack spaces. It is 16” deep.
You will need 5 IP addresses and 1 Ethernet cable from your LAN.

The two satellite receiver cards will also require an RF feed from Galaxy-16 Ku Band, Vertical. A user supplied
L-Band splitter is required to feed both satellite receivers.

It is recommended that the D2WARN system is installed immediately after the encoder and any PSIP generation,
prior to any other data inserting devices (Datacasting, Water-markers, Nielson boxes, etc.).

1.7 Powering up

You MUST have both power supplies connected! Once you hook up the two power supplies,
turn on the openGear Frame with the small, black switches located at either side, (PS 1 and PS 2).
After you close the door, you'll hear the fans power up and settle. If there is a power supply not
hooked up, bad power to one side, or the fan door is left open, a loud alarm will sound until you
connect clean power to both sides and close the door.

1.8 Installation

Note: The D2WARN system as received will pass the ASI transport stream directly and
transparently, with no WARN messages inserted. When powered down, the ASI fail safe
relay in both groomers pass ASI directly to the output. When powered up in its initial state
(bypass), the groomers will continue to pass ASI directly until manually moved to a normal
operating state.

The Primary and Backup Groomers have been pre-configured for ASI Flow — Internal Failover, but in Bypass
Mode.

The installation steps, below, assume the station is using internal failover (as opposed to external, such as with
chain redundancy). If the station would like to operate external or chain redundancy, the steps below should be
completed first. Configuring the D2WARN system for external or chain redundancy will be covered later.

Refer to the ASI internal failover system block diagram shown in the Section: Configurations.

1. Mount the openGear Frame with WARN system in a 19-inch equipment rack, being sure to provide
adequate ventilation above, below, and on both sides.

2. Connect both AC power supplies to a power source.

3. Connect the output of the station’s encoder to Groomer A, ASI 1 IN.

4. Connect the output of Groomer B, ASI 1 OUT to the station’s equipment downstream of the WARN
system.

5. Connect the L-Band feed from the satellite antenna via a user provided 2-way divider to Satellite
Receiver A RF-A IN, and Satellite Receiver B RF-A IN using the supplied F to BNC adaptors. The
adapters connect to the first BNC from the top of the Satellite Receiver cards.

6. You will notice two ASI jumpers going from the ASI OUT connector on the satellite receiver cards to
ASI 2 IN on the D2WARN Groomer cards. There is a third jumper connecting the output of Groomer
A to the input of Groomer B. Leave them there.



1.9 Backplane and Connectors

ASI10UT

ASI 1IN

= RESERVED

ASI 2 IN

Figure 1-4. Groomer Backplane Figure 1-5. Satellite Receiver Backplane

1.10 D2WARN TCP/IP — Control Port Setup

As received from the factory the system is configured with default, static IP addresses. To access the system’s
GUI and configure the IP addresses you will need a standalone PC (not on your LAN) connected to the Ethernet
port of the openGear frame. The Ethernet cable is plugged in to the port on the back of the frame, lower left side.
See the picture shown above.

You will need:

1. One Ethernet cable (CAT 5 or CAT 6).

2. A PC that has a wired Ethernet port and has either Chrome, Firefox or Microsoft Edge installed.
These are the browsers supported by the D2WARN system.

3. One dedicated port and 5 dedicated static IP addresses from your IT or Network Facilities
Administrator. All addresses must be on the same subnet. The Administrator should also supply the
subnet mask.



1.11 IP addresses and Login Info

The openGear Frame contains an internal network hub. All the openGear cards in the D2WARN system connect
directly to the internal network hub. This allows all the cards to be accessed through the openGear Ethernet port.

Set your PC to the following parameters: IP address: 192.168.2.150,
Subnet Mask: 255.255.255.0, Gateway: 192.168.2.1.

Note: The PC settings above are intended for a locally connected PC during the initial setup process.

Note: A Windows PC or Mac may be used, however a Mac will quarantine the downloaded file and create a
new file in addition to the downloaded file. Care must be taken so that the downloaded file is uploaded,
not the newly created file. This issue was fixed with firmware released in June 2021.

The D2WARN System’s Default IP addresses, and username/passwords are:

The D2WARN Groomer “A” card in slot 2: 192.168.2.205 admin/admin

The Satellite Receiver A card in Slots 3 and 4: 192.168.2.207 admin/ [password blank*]

The D2WARN Groomer “B” card in slot 8: 192.168.2.206 admin/admin

The Satellite Receiver B card in Slots 9 and 10: 192.168.2.208. admin/ [password blank*]
openGear Frame in slot 21 (all the way on the left side when viewed from the rear): 192.168.2.209
The external IP address of the Groomer A card (This Groomer’s “Eth 1” port) is 192.168.1.205
The external IP address of the Groomer B card (This Groomer’s “Eth 1” port) is 192.168.1.206

NogkrwbdrE

*Some Sencore Receivers with newer firmware have a default Password set. The password on those
receivers is: mpeg101.

Note: Changing the Groomer and Satellite Receiver Passwords is recommended. Complete instructions
are provided in the Section: Cyber Security.

Note: If the user wants to change the IP settings, the addresses must be changed in the order they appear
in this document:

1. Satellite Receiver cards

2. openGear Frame. This step MUST be completed before changing the IP addresses of the Groomer
cards.

3. D2WARN Groomer cards

4. Setthe IP addresses of the cards the groomers communicate with

Connect an Ethernet cable from the PC to the Ethernet port on the openGear backplane. The Ethernet cable is
plugged in to the port on the back of the frame, lower left side.

1.12 Setting up the Satellite Receiver Cards

The Groomer and Satellite Receiver cards are configured through the openGear Frame Ethernet port.
Open a browser and type 192.168.2.207, it will open on the login screen. Select admin. Leave Password blank
(some Sencore receivers with newer firmware have a default password set, in which case enter mpeg101). Click
Login.

5 Login

User: admin b

Password: |

Login

Figure 1-6. Satellite Receiver Login



Once on the main page, click on the Admin tab. Then click on the settings icon by Static.

& C A Notsscurs | 192.168.1.201 o 9
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Figure 1-8. Satellite Receiver Static IP Address

From there you can configure the TCP settings to your facility’s LAN. Click Apply.

Configure TCP Settings
Mode: Static ¥
Hostname: (none)

Static Settings
IP Address: 192.168.2.207

Subnet Mask: 255,255.255.0

Gateway: 192.168.2.1

Apply Cancel

Figure 1-9. Changing the Satellite Receiver Card’s IP Address

Perform the same process to set the IP address for the other Satellite Receiver card at 192.168.2.208.

10



1.13 Assigning the IP address for the openGear Frame

Open a browser and type 192.168.2.205, it will open on the login screen. Enter admin for the Username, and
admin for the Password. Click Log In:

D2MANAGE
D2WARN
d2mux3k_og-040070

Username

admin

Password

Figure 1-10. Groomer Log In page

Note: With the exception of the External IP Address (this Groomer’s Eth 1 Port, described below), all of
the IP addresses must be on the same subnet. That is, the Frame, the Internal IP Address, and the System
Gateway must all be on the same subnet.

Note: If the openGear Frame’s IP address is changed to a subnet different than the groomer cards you will
be able to connect to the groomer cards, but the groomer cards will not be able to communicate with the

openGear Frame until the groomer card’s IP addresses are changed and on the same subnet as the
Frame.

Note: If you attempt to enter an invalid IP Address a warning flag will appear in the upper right corner. The
user must click the “X” to close the window and correct the error:
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Figure 1-11. Attempting to Enter an Invalid IP Address



The procedure to assign an IP address to the openGear Frame is shown below:

1. Loginto 192.168.2.205 and go to the Systems Settings page.

2. Enter the desired IP Address, Subnet, and Gateway under openGear Frame. Make certain you enter all
IP settings including IP address, Subnet Mask and Gateway before saving.

3. Click Save openGear Frame.

4. The openGear Frame will reset, and after a few minutes the LCD on the front of the frame should display
the updated IP address.

5. Loginto 192.168.2.206 and go to the System Setting page. The IP Address, Subnet, and Gateway of
the openGear Frame may already display the correct information. If the addresses are not yet updated,
it's OK to enter them now. Make certain you enter all IP settings including IP address, Subnet Mask and
Gateway before clicking Save openGear Frame.
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Figure 1-12. Assigning the IP Address of the openGear Frame

Figure 1-13. LCD Display on the openGear Frame’s Front Panel



1.14 Setting up the openGear Internal IP Address and System Gateway

The groomer cards connect to the internal openGear network hub, so they are accessed through the openGear
Frame Ethernet port. The procedure to set the internal IP address is shown below:

Log in to 192.168.2.205 and navigate to the System Settings page.

The groomer card user interface uses the openGear Internal IP Address settings.
Set the IP address and Subnet of the openGear Internal IP Address for Groomer A.
Click Save openGear Internal IP Address and System Gateway.

Enter the System Gateway.

Click Save openGear Internal IP Address and System Gateway.

Log in to 192.168.2.206 and repeat for Groomer B.

NogokrwpdprE
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Figure 1-14. Setting the Internal IP Address of the Groomer

Note: When you change the Internal IP address you will lose communications with the groomer. You must
change the settings on your locally connected PC to the same subnet as the new Internal IP Address.
Then you will be able to reconnect to the groomer with the new IP address.

1.15 IP Address of This Groomer’s “Eth 1” Port (Rear Panel)

This IP address is also known as the external IP address. If you lose communication with the frame and groomer
cards, this IP address may be used to connect and communicate directly with each groomer card. This is
covered later in the Section: Troubleshooting.

Note: If you change this address from its default setting, be sure to write it down in case you need it later!

It is important that this address is not on the same subnet as the openGear Frame and the openGear Internal IP
Address. For example, for subnet mask 255.255.255.0, if the openGear Internal IP Address is 192.168.2.205,
the IP Address of This Groomer’s “Eth 1” Port (Rear Panel) cannot be on the “2” subnet. It must be on
something other than this subnet, such as 192.168.1.205. Configure as required for Groomer A and Groomer B.
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Figure 1-15. Setting the External IP Address of the Groomer

1.16 General Settings

A unigue Hostname may be assigned to this Groomer if desired (optional). This is a future feature which will allow
the user to access the Groomer simply by entering its Hostname, or identifying the groomer in multisystem
installations.

Enter a unigue Hostname and click Save General Settings.
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Figure 1-16. Setting the Hostname of the Groomer

Note: The Hostname has restrictions. Only a-z, A-Z, 0-9, dot (.), and hyphen(-) are allowed. The
Hostname cannot start or end with a hyphen.



The ASI output of the Groomer may be configured for Burst Mode or Byte Mode. When Enabled the Groomer’s
ASI output operates at full band width (~213 Mbps). Enabled is the default setting. Disabled configures the
Groomer’s ASI Output to Byte Mode. When Disabled the ASI outputs are constrained to ~53 Mbps. This option
provides a compatibility mode for older ASI systems which cannot accept a data byte on every ASI clock.

Note: When enabling or disabling Burst Mode it is important that both groomers are configured the same.
This is because the Backup Groomer is still monitoring and processing the signal it passes. It is not in
bypass mode and will process the output according to how it is configured.
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Figure 1-17. Configuring the ASI output of the Groomer for Burst Mode or Byte Mode

1.17 SNMP Settings

The Groomer’s alarms may be monitored using SNMP traps. The MIBs may be obtained from D2D, or
downloaded from the Groomer. Instructions for downloading the MIBs from the Groomer are provided in the
Section: Monitoring.

Enter the trapsink IP address, and click Save SNMP Settings. The trapsink IP address is the IP address of the
SNMP monitoring system. If a MIB browser is used to monitor the traps, the trapsink is the IP address of the PC
being used with MIB browsing software.

The SNMP Community settings for each groomer may also be changed if required by the station’s monitoring
configuration. More information about changing the SNMP Community settings is provided in the Section: Cyber
Security.

Note: If you change the rocommunity it will affect communication between the Primary and Backup
Groomers. If you change the rocommunity name for Groomer A, you must also change the corresponding
rocommunity name on Groomer B’s GUI for “Cards this Groomer Communicates With.” This is covered in
an upcoming Section.
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Figure 1-18. Setting the SNMP trapskink

1.18 Setting the NTP Server IP Address (if applicable) or Manually Setting
the Time.

Setting the Time and selecting the Time Zone is accomplished on the Systems Settings page.

1.

Log in to 192.168.2.205 and navigate to the Systems Settings page. To enter the IP address of the NTP
server, scroll to the bottom of the Systems Settings page. Enter the address of the NTP server and click
Save Time Settings.

To enter the time manually, enter 0.0.0.0 for the NTP Server IP address and click Save Time Settings.
Then click on the Date and Time in the Time box and change as necessary. Click Save Time Settings.
To select the Time Zone, use the Timezone drop down box. Scroll down to the desired Time Zone and
click Save Time Settings.

Log in to 192.168.2.206 and repeat for Groomer B.
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Figure 1-19. Setting the Time and Date on the Systems Settings Page

1.19 Restarting, Shutting Down, and Resetting the Groomer

The Groomer may be restarted remotely by clicking on the Restart Unit button on the bottom of the Systems
Settings page. This is a soft reset. The Groomer will restart, and you may log back in after a minute or two.

It is recommended that the Groomer be shut down before removing the Groomer card from the openGear frame.
This may be accomplished by clicking on the Shutdown Unit button. This is a hardware shutdown, and you will
not be able to reboot the groomer remotely.

Note: Do not shut the unit down unless someone is on site to reseat the groomer card or power cycle the
system!

The user may reset the groomer to its factory default configuration by clicking on the Reset D2WARN
Configuration Settings button. Resetting the groomer will not change any of the entries on the Systems
Settings page. The IP addresses of the associated groomer and receiver will not be changed. The Broadcast
Stream Flow and Failover Settings for this Groomer on the D2WARN Configuration page will be reset to ASI
Flow — Failover Role Bypass.
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Figure 1-20. Restarting, Shutting Down, or Resetting the Groomer Remotely

Save Time Settings

Reset D2WARN Configuration Settings

1.20 Set the IP Addresses and SNMP Community Names of the Cards the
Groomer Needs to Communicate With

The purpose of this section is to tell Groomer A to monitor the status of Satellite Receiver A, and to tell Groomer A
to monitor the status of Groomer B.

Likewise, to tell Groomer B to monitor the status of Satellite Receiver B, and to tell Groomer B to monitor the
status of Groomer A.

The IP addresses are entered on the D2WARN Configuration page, under Cards this Groomer
Communicates With. The procedure to set the IP address of the cards this groomer communicates with is
shown below:

Procedure:

1. Set up Groomer A first. Log in to 192.168.2.205 and go to the D2WARN Configuration page of
Groomer A. Enter what will be the new IP address for Satellite Receiver A (if Receiver A’s address
will not change, there is no need to change its default IP address). Also enter the new IP address for
Groomer B (if Groomer B’s address will not change, there is no need to change its default IP
address).
Scroll to the bottom of the page and click Save or simply hit Enter on your PC to apply settings.
Now set up Groomer B. Log in to 192.168.2.206 and go to the D2WARN Configuration page of
Groomer B. Enter what will be the new IP address for Satellite Receiver B (if Receiver B’s address
will not change, there is no need to change its default IP address). Also enter the new IP address for
Groomer A (if Groomer A’s address will not change, there is no need to change its default IP
address).
4. Scroll to the bottom of the page and click Save or simply hit Enter on your PC to apply settings.
5. You can now use the connection test buttons for satellite and groomer entries on both systems to
ensure that the IP addresses are correct.

wn
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Figure 1-21. D2WARN Configuration Page

The SNMP rocommunity name for the corresponding Satellite Receiver and Groomer may also be changed.
This is required if the SNMP rocommunity name for the corresponding Groomer was changed on that groomer’s
Systems Settings page, or if the corresponding Satellite Receiver's Read-Only Community name was
changed. The Read Only Community names must match on the groomer and its corresponding groomer or
satellite receiver. More information can be found in the Section: Cyber Security.

The Sencore receiver's SNMP Community Names are set on the receiver GUI’'s Admin page. The Read-Only
Community is used to communicate with its associated Groomer. The Read-Write Community is used for external
monitoring of the receiver, if desired. More information can be found in the Section: AG2600 Satellite Receiver.

|

=€ SNMP Communities

L4 Configure SNMP Communities

Read-Only Community:
Read-Write Community: ~ Private

Figure 1-22. SNMP Communities on the Receiver’s Admin Page

1.21 Taking the System out of Bypass - Activating the System and Putting
it into Operation

As received from the factory, the Groomers are configured in Bypass mode. The D2WARN status and front
light bar will show red until it is taken out of bypass and the groomer sees a valid incoming transport
stream. This is normal.
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Figure 1-23. D2WARN Status Page in Bypass Mode

The D2WARN system as received from the factory will pass the ASI transport stream directly and transparently,
with no WARN messages inserted. The Primary and Backup Groomers have been pre-configured for ASI Flow —
Failover Role Bypass. Once the IP addresses are configured the system is ready to be taken out of bypass and
put into operational mode. These steps will describe putting the system into ASI Flow with Internal Redundancy.

In this mode the Broadcast Stream Flow will be ASI in to ASI out, and the cards will operate in a Primary/Backup
configuration. This is the most common configuration. Please see the Configurations section for other options.

=

Connect to Groomer A and go to the D2WARN Configuration page.

2. From the Standard Configurations drop down menu select ASI Flow-Failover Role Primary to set
Groomer A as the Primary.

3. Scroll to the bottom of the page and click Save.

4. Connect to Groomer B and go to the D2WARN Configuration page.

5. From the Standard Configurations drop down menu select ASI Flow-Failover Role Backup to set
Groomer B as the Backup.

6. Scroll to the bottom of the page and click Save.

20



8 Groomer-A X 8 Groomer-B X \ S AG2600 X \ & AG2600 X \ + = X

< C @ 192.168.2.205/d2warnconfiguration/ e

= Groomer-A openGear Frame ID: 219533130 Slot: 4 e (BB
D2MANAGE P

NAVIGATION D2WARN Configuration

o D2WARN Status

Cards this Groomer Communicates With @

& D2WARN Configuration Device Type Device Name IP Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)
& System Settings Satellite Receiver v Receiver-A 192.168.2.207 public Check 192.168.1.201
& Firmware Groomer - Groomer-B 192.168.2.206 public Check 192.168.1.164
B Logs
+ Features
Broadcast Stream Flow and Failover Settings for This Groomer
© Support Standard Configurations @

ASI Flow - Failover Role Bypass
© Diagnostics

ASI Flow - Failover Role Primary

ASI Flow - Failover Role Backup

ASI Flow - Failover Role None

ASI Flow - Failover Role Bypass

ASI Flow - Failover Role None - No Broadcast Video Input
ASI Flow - Failover Role Primary - No Broadcast Video Input
ASI Flow - Failover Role Backup - No Broadcast Video Input
Manual Configuration

Failover Role @

Bypass

@ Firmware
B Logs

Wireless Emergency Alert Message (WEA) Timeout & Insertion Settings
+ Features Alert Message Source @

Asi2 -

© support

Alert Message Heartbeat Warning Timeout (seconds) @
@ Diagnostics

0
Alert Message Heartbeat Failure Timeout (minutes) @

3

PID Replacement Options (hex range 0-1fff) @

Replace ETT Replace EIT Replace Video Video PID (hex range 0-1ff) @
Enabled v Enabled v Enabled v 3

Valid WARN PIDs (hex range 1-1fff, 0 is disabled) @

911 0 0 0

Valid Additional WARN Content Types (bit range 0010-1111) @ +

ae-reffnologies

Figure 1-24. Taking the Units Out of Bypass

The user may now configure the system to meet the station’s requirements. Configuring the system is covered in
the following section.



2 Configurations

2.1 D2WARN ASI System Configuration

The ASI based D2WARN system is designed to reliably insert the designated emergency message PID(s) into the
broadcast transport stream with full ASI failsafe and automatic failover capabilities for a fully resilient solution in
case of power or component failure. In the unexpected case where the groomer processor fails or power is lost, a
failsafe ASI bypass ensures that the broadcast stream is maintained.

2.2 Initial Default Configuration:

The D2WARN system as received from the factory will be preconfigured as follows:

1. The two Satellite Receivers will be pre-tuned and configured to receive the PBS Ku-band satellite feed
(Galaxy-16) that contains the WARN message data in designated PIDs. Details for the configurations
may be found in the Section: Uploading a Configuration File to the Satellite Receiver Card.

2. The D2WARN Groomer cards will be in bypass mode and will remain in bypass mode until configured
otherwise by the station engineer(s).

1. The Alert Message Source will be pre-configured to ASI-2.

2. Default IP addresses will be configured in all modules (Satellite Receivers, Groomers, and the
openGear frame) as per the Section: Getting Started.

3. All D2D provided BNC-F coax jumpers will be in place.

In the Section Getting Started, the system was taken out of bypass and configured for internal failover as follows:
ASI Flow — Failover Role Primary (for the Primary Groomer)
ASI Flow - Failover Role Backup (for the Backup Groomer).

Internal failover is described below.

2.3 Theory of Operation

In the preferred configuration where the WARN system is installed after the station’s encoder, the groomer “looks”
for null packets to use for inserting Alert Messages. The alert messages are inserted into the station’s broadcast
transport stream, and fed to the station’s transmitter for over the air broadcast.

The Alert Messages are typically received from the satellite, and fed into the groomer for insertion.

This section describes the theory of operation for internal failover redundancy when used with the station’s ASI or
SMPTE-310 broadcast stream.

Refer to the ASI Internal Failover System Block Diagram, below. ASI failover redundancy is accomplished in the
D2WARN system by way of a cascaded signal flow from the Primary Groomer to the Backup Groomer. The
Primary Groomer inserts the WARN messages, and the Backup Groomer simply passes the station’s program
transport stream, with messages inserted, out to the station’s broadcast chain. If the Primary Groomer fails it will
pass the transport stream unaltered, without inserting Alert Messages, on to the Backup Groomer. In this event,
the Backup Groomer takes over, and inserts the Alert Messages.

When the Primary Groomer is inserting, the Backup Groomer is not in bypass mode. It is still monitoring the
health of the Primary Groomer, and processing the transport stream.

Satellite Receiver redundancy is handled by failing over to the other receiver / groomer pair. If the Primary
Satellite Receiver fails, the system will switch to the Backup Satellite Receiver and Backup Groomer.
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Figure 2-1. Broadcast Signal Flow, Internal Redundancy Scenario

In its standard equipment configuration, the D2WARN System is shipped with one Primary Groomer in slot 2, and
one Backup Groomer in slot 8. Due to the cabling on the backplane, the Groomer card plugged in to slot 2 can
only be configured as the Primary Groomer (that is, it cannot be configured as the backup). Likewise, the
Groomer card plugged in to slot 8 can only be configured as the Backup Groomer. With non-standard equipment
configurations, these slot numbers may change.

Failure of a satellite receiver or groomer is detected via SNMP. The health of the satellite receivers and groomers
is monitored by continuously polling. If the Primary Groomer does not receive a status update from the Primary
Satellite Receiver and no heartbeat is received by the Primary Groomer from the Primary Satellite Receiver, the
system will failover to the Backup Receiver / Groomer pair. If the Primary Groomer is still receiving heartbeats
from the Primary Satellite Receiver, it will assume that the Primary Satellite Receiver is actually OK and not
failover.

In the case of the groomers, each groomer will unicast its status to the other. If the Primary Groomer stops
receiving the status from the backup it will be considered a warning. If the Backup Groomer stops receiving the
status from the Primary Groomer and no heartbeat is received by the Primary Groomer from the Primary Satellite
Receiver, the system will failover to the Backup Receiver / Groomer pair. If heartbeats are being received by the
Primary Groomer, it will assume that Groomer A is actually OK and not failover.

In addition to monitoring its health via SNMP, there is an additional failover trigger for the satellite receivers.

Since it is not possible to tell if the loss of satellite PBS heartbeat messages is due to rain fade or some other
issue, missing PBS heartbeats will not immediately cause a failover to the backup receiver and groomer. In order
to account for both short term rain fade conditions and long-term failure conditions, there will be two time out
settings. The first timeout will be measured in seconds. Its default value is 40 seconds. When the seconds timeout
is reached it will only issue a warning since it may be an indication of rain fade.

The second timeout will be measured in minutes and should be set for a longer period than a typical rain fade. Its
default value is 60 minutes. When the minutes timeout is reached it will be considered a failure and will trigger
the backup groomer (if present) to take over. Both the short term and long-term time out values are configurable
on the D2WARN Configuration page.
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Figure 2-2. Configuring the Short (Seconds) and Long (Minutes) Alert Message Heartbeat Timeout

In order to prevent the system from thrashing between groomers, it requires the user to manually switch Alert
Message insertion back to the Primary Groomer once it has returned to a healthy state. A “Revert Back to Primary
Groomer” button on the Backup Groomer's D2WARN Status page is used to manually switch Alert Message
insertion back to the Primary Groomer. Also shown is the configuration and status of each groomer.
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Figure 2-3. Revert Back to Primary Groomer Button



2.4 ASI Failover Configurations

Each of the two D2WARN Groomers can be configured in any of the standard failover configurations, plus one
non-standard configuration. The configurations are chosen on the D2WARN Configuration page for each
Groomer.

2.4.1 ASI Flow - Failover Role Primary

Groomer A is typically configured as the Primary Groomer. When selected, the system’s input is set to the ASI-1
IN port of Groomer A in slot 2. The system’s output is set to the ASI-1 OUT port of Groomer B in slot 8. The
Groomer being configured is designated as Primary (see below).

In normal operation the Primary Groomer will insert Alert Messages into the stations program transport stream
and feed the complete transport stream to the Backup Groomer. The Backup Groomer will pass the transport
stream unaltered out to the station’s broadcast chain.
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Figure 2-4. Primary Groomer Configuration

In the event of failure or extended periods of missing heartbeats from PBS, the Primary Groomer will failover, and
pass the transport stream without Alert Messages to the Backup Groomer. In this event, the Backup Groomer will
assume the role of inserting Alert Messages.

Note: Due to the cabling on the backplane, the Groomer card plugged in to slot 2 can only be configured
as the Primary Groomer (that is, it cannot be configured as the Backup).

2.4.2 ASI Flow - Failover Role Backup

Groomer B is typically configured as the Backup Groomer. When selected, the system’s input is set to the ASI-1
IN port of Groomer A in slot 2. The system’s output is set to the ASI-1 OUT port of Groomer B in slot 8. The
Groomer being configured is designated as the Backup (see below).

In normal operation, the Backup Groomer will simply pass the transport stream from the Primary Groomer
unaltered out to the station’s broadcast chain.
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Figure 2-5. Backup Groomer Configuration

In the event of Primary Groomer failure, the Backup Groomer will assume the role of inserting Alert Messages. If
the Backup Groomer fails, it will simply pass the transport stream as received from the Primary Groomer out to
the station’s broadcast chain.

The Backup Groomer is not capable of failing over to the Primary Groomer. The Groomer card plugged in to slot 8
can only be configured as the Backup Groomer.

2.4.3 ASI Flow — Failover Role None (External Failover)

The D2WARN system can be configured with the two Receiver-Groomer pairs independent of each other to allow
member stations to run the systems in parallel. This configuration is used for both groomers when no internal
failover is desired. A typical example is a station running “chain redundancy,” with two broadcast chains (and in
some cases, two STLs). An external ASI redundancy switch is used.

In this configuration the following conditions apply:

1. PBS member stations are responsible for switching the output stream in case of a component or
system failure. No automatic failover is provided by the D2WARN system.

2. Any of the supported configurations can be configured as External Failover. See the Section:
Failsafe and Failover.

For this configuration, Groomer A is configured as ASI Flow — Failover Role None. Groomer B is also
configured as ASI Flow — Failover Role None (see below).
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Figure 2-6. Failover Role None

Note that in this configuration, each groomer will only communicate with its associated satellite receiver. It will not
“listen” to the status of the other groomer (as it is not required with no internal failover). Only the satellite receiver
associated with each groomer will be configured and displayed on the D2WARN Configuration page, under
Cards This Groomer Communicates With (see below).
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Figure 2-7. Cards This Groomer Communicates With when in Failover Role None (External Failover)

The system’s input port for the station’s A broadcast chain is set to the ASI-1 IN port of Groomer A in slot 2. The
output is set to ASI-1 OUT port of Groomer A.

The system’s input port for the station’s B broadcast chain is set to the ASI-1 IN port of Groomer B in slot 8. The
output is set to ASI-1 OUT port of Groomer B.

Satellite Receiver A and Groomer A will add Alert Messages to the station’s A transport stream, which is then sent
out to the station’s primary or A broadcast stream. Satellite Receiver B and Groomer B will add Alert Messages
to the station’s B transport stream, which is then sent out to the station’s backup or B broadcast stream. Refer to
the ASI External Failover System Diagram (see below).

27



BROADCAST

STREAM ‘A"
(FROM
ENCODERA)
ASI 1 OUT
REAIN ———————— — BROADCAST
— | | STREAM “A"
' — - | I
REBIN | ASI1IN >
(reserved)
— | RECEIVERA SflT GROOMER A
ASIIN - |
\reseweﬁl ASIZIN| ASI 2
N | auT
AMC-21 (reserved)
Vertical JR B
L-Band IN
4-. —
L
ASI1OUT
REA IN —asl [ BROADCAST
- louT STREAM ‘B
RFBIN E—— _—
(reserved) ASI2 1N
~m RECEIVERB GROOMER B
AS| M ASITIN
(reserved) — : -
— A3l 2
[ ouT
(reserved)
BROADCAST
STREAM ‘B
(FROM
ENCODER B)

Figure 2-8. External Failover

2.4.4 ASI Flow — Failover Role Bypass

This configuration is used for both groomers when it is desired to put the D2WARN system in bypass mode. Both
groomers are configured as ASI Flow — Failover Role Bypass. In this configuration the bypass relay in each
groomer is de-energized. The station’s program transport stream is passed directly from the input to the output of
the D2WARN System with no message insertion.

In some cases, it may be desired to put only one of the groomers in bypass mode. This can be accomplished by
configuring only that groomer.

Note: If a groomer is in bypass mode, it will not insert Alert Messages in the event of the other groomer’s
failure.

Note: In the event of a power failure, the bypass relay will de-energize and put the system in bypass
mode.

Note: Removing a groomer card will interrupt the station’s broadcast. The system will not go into bypass
or failover to the backup groomer. The WARN system must be patched around.

28



8 Groomer-A X 8 GroomerB X | & AG2600 x | & AG2600 x| + = X

&« C @ 192.168.2.205/d2wamconfiguration/edit e :

D2MANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4 admin - D2 D,

NAVIGATION D2WARN Configuration

Ji  D2WARN Status
Cards this Groomer Communicates With @

& D2WARN Configuration Device Type Device Name IP Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)

Satellite Receiver v Receiver-A 192.168.2.207 public Check 192.168.2.207
&5 System Settings
& Firmware Groomer v Groomer-B 192.168.2.206 public Check 192.168.2.206

B Logs
+ Features

Broadcast Stream Flow and Failover Settings for This Groomer
© Support Standard Configurations @

ASI Flow - Failover Role Bypass
@ Diagnostics

Broadcast Stream Input @
Asl1
Broadcast Stream Output @

ASH1 v
Failover Role @

Bypass ~

Figure 2-9. Bypass Mode

2.4.5 ASI Flow - Failover Role None - No Broadcast Video Input

This configuration is used for both groomers when it is desired to operate in “No Input Mode.” In this mode WARN
messages are inserted at a rate that will not exceed 150 kbps. The output of the groomer will also be capped at
approximately 150 kbps. This mode is typically used when the output of the system is fed into a multiplexer along
with the station’s broadcast feed.

Note: In this configuration there is no internal failover redundancy. If internal failover redundancy is
desired, the configurations described next should be used.
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Figure 2-10. Failover Role None - No Broadcast Video Input. Primary and Backup Configuration
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No input mode is typically used when the station’s broadcast stream is not passed through the D2WARN system.
The output of the D2WARN system, with a message data rate limited to 150 kbps, is multiplexed along with the
station’s broadcast stream to produce a total output of program and Alert Messages.

2.4.6 ASI Flow - Failover Role Primary - No Broadcast Video Input

This configuration is similar to the configuration described above, however it is used when internal redundancy is
desired. The primary groomer is configured for ASI Flow — Failover Role Primary — No Broadcast Video Input.

In this mode WARN messages are inserted at a rate that will not exceed 150 kbps. The output of the groomer will
also be capped at approximately 150 kbps. This mode is typically used when the output of the system is fed into a
multiplexer along with the station’s broadcast feed.
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Figure 2-11. ASI Flow - Failover Role Primary - No Broadcast Video Input

No input mode is typically used when the station’s broadcast stream is not passed through the D2WARN system.
The output of the D2WARN system, with a message data rate limited to 150 kbps, is multiplexed along with the
station’s broadcast stream to produce a total output of program and Alert Messages.

2.4.7 ASI Flow - Failover Role Backup - No Broadcast Video Input

This configuration is similar to the configuration described above for the primary groomer, however it is used for
the backup groomer when internal redundancy is desired. The backup groomer is configured for ASI Flow —
Failover Role Backup — No Broadcast Video Input.

For internal redundancy with no video input, the primary groomer is configured for ASI Flow — Failover Role
Primary — No Broadcast Video Input. The backup groomer is configured for ASI Flow — Failover Role Backup
— No Broadcast Video Input.
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Figure 2-12. ASI Flow - Failover Role Backup - No Broadcast Video Input

2.4.8 Manual Configuration

The preceding failover configurations (above) are standard configurations. When one of these standard
configurations is selected, the Broadcast Stream Input, Output, and Failover Roles are automatically set for the
Groomer being configured. They appear in the drop down menu as “read only.”

For configurations which do not fit one of the standard configurations, Manual Configuration may be

selected. Manual Configuration allows the user to select each parameter individually. This allows setting the input
and output however you want including ASI 1, IP or None for Broadcast Stream Input, and ASI or IP for
Broadcast Stream Output. You must first select Manual Configuration, then scroll to the bottom of the page
and click Save. Then go back to set the Input, Output, and Failover Roles and click Save again.

2.4.8.1 Broadcast Stream Input set to None

This configuration is the same as no input mode. In this mode WARN messages are inserted at a rate that will not
exceed 150 kbps. The ASI or TSolP output of the groomer is capped at approximately 150 kbps. This mode is
typically used when the output of the system is fed into a multiplexer along with the station’s broadcast feed. The
output of the D2WARN system is multiplexed along with the station’s broadcast stream to produce a total output
of program and Alert Messages.

Note: When configured for Input None the output of the groomer is an unrefenced PID at a very low data

rate. The stations mux may need to be specially configured to accept this. Check with your equipment
manufacturer’s Technical Support.

2.4.8.2 Broadcast Stream Input set to ASI-1

In this configuration the station’s broadcast stream is fed into Groomer A’s ASI-1 IN port. This is similar to the
standard ASI configurations described above, however the output may now be set to ASI-1 or IP.

31



2.4.8.3 Broadcast Stream Input set to IP

Note: Internal Failover is not supported for TSolP configurations. If the input and/or output are set for IP,
only one groomer is used. The other groomer is not used. It may remain in the frame if desired and kept
as “warm” spare. The station must provide for redundancy externally. There is no built in redundancy.

This configuration allows the system to be set up for ASl in / TSolP out, TSolP in / TSolP out, or Input None /
TSolP out. To configure the Broadcast Stream Input, enter the port and IP address. Choose Failover Role:
None from the drop down menu. Click Save.

The IP address may be a Unicast or Multicast address. If a Unicast address is entered, it must be on the same
subnet as the Eth1 port.

The physical input port for TSolP is the groomer’s Eth 1 port on the back of the groomer. The TSolP input and
output share the same physical port.

The D2WARN system supports multicast UDP, 7 packets per frame, with no error correction.

P Note: the Eth1 port is on the external subnet. Most stations want to keep their
TSolP traffic on a different subnet from the command and control interface. The

Eth 1 - .
groomers support two subnets, used for the internal and external interfaces.
— Note: The Eth2 port is reserved for future use.
RESERVED

Note: Internal Failover is not supported for IP at this time.

Figure 2-13

Examples of several configurations are shown below:

¢ Groomer-B x AG2600 x| + o - X

&« C @ 192.168.2.206/d2wamconfiguration/edit 2

DZM ANAGE " Groomer-B openGear Frame ID: 234582075 Sot: 8 admin v

NAVIGATION D2WARN Configuration

s D2WARN Status
Cards this Groomer Communicates With @
N Configuration Device Type Device Name 1P Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)

& D2WA

£ System Settings Satellite Receiver v ReceiverB 192168.2.208 public

© Firmware

B Logs Broadcast Stream Flow and Failover Settings for This Groomer

standard Configurations @
+ Features

Manual Configuration -
@ Ssupport
Broadcast Stream Input @ UDP Port 1P Address
@ Diagnostics P v 8000 239.250.8.7
Broadcast Stream Output @
ASK- ~
Failover Role @

None v

Figure 2-14. TSolP Input Configuration. Groomer B is Configured for TSolP in Multicast, ASI out. Failover Role: None.
External IP Address Eth1 set to 192.168.1.206.
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Figure 2-15. TSolP Input Configuration. Groomer B is Configured for TSolP in Multicast, TSolP out Unicast. Failover Role:
None. External IP Address Ethl set to 192.168.1.206.
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Figure 2-16. TSolP Input Configuration. Groomer B is Configured for TSolP in, TSolP out. Unicast. Failover Role: None.
External IP Address Ethl set to 192.168.1.206.

2.4.8.4 Broadcast Stream Output set to ASI-1

In this configuration the broadcast stream output from the groomer is configured to the ASI-1 OUT port. This is
similar to the standard ASI configurations described above, however the input may now be set to ASI-1 or IP.

2.4.8.5 Broadcast Stream Output set to IP

Note: Internal Failover is not supported for TSolP configurations. If the input and/or output are set for IP,
only one groomer is used. The other groomer is not used. It may remain in the frame if desired and kept
as “warm” spare. The station must provide for redundancy externally. There is no built in redundancy.

Note: When configured for Input None the output of the groomer is an unrefenced PID at a very low data
rate. The stations mux may need to be specially configured to accept this. Check with your equipment
manufacturer’s Technical Support.
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This configuration allows the system to be set up for ASI in / TSolP out, TSolP in/ TSolP out, or Input None /
TSolP out. To configure the Broadcast Stream Output, enter the port and IP address of the IP equipment
downstream from the WARN system. Choose Failover Role: None from the drop down menu. Click Save.

The IP address may be a Unicast or Multicast address. If a Unicast address is entered, it must be on the same
subnet as the Eth1 port.

The physical input port for TSolP is the groomer’s Eth 1 port on the back of the groomer. The TSolP input and
output share the same physical port. The Eth1 IP address is the groomer’s Source Address.

The D2WARN system supports multicast UDP, 7 packets per frame, with no error correction.

Examples of several configurations are shown below:

# Groomer-8 X & AG2600 x| + [- B

&« C @ 192.168.2.206/d2warnconfiguration/edit 2

D2MANAGE Groomer-B openGear Frame ID: 234582075 Slot: 8 adminv D2 ‘D,

NAVIGATION D2WARN Configuration

o8 D2WARN Status
Cards this Groomer Communicates With @

4 D2WARN Configuration Device Type Device Name 1P Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)
& System Settings Satellite Receiver v Receiver-B 192.168.2.208 public Check 192.168.2.208
@ Fimware
B Logs Broadcast Stream Flow and Failover Settings for This Groomer
Standard Configurations @
+ Features
Manual Configuration ~
@ Ssupport
Broadcast Stream Input @
@ Diagnostics ast .
Broadcast Stream Output @ UDP Port IP Address
P v 8000 239.250.9.8

Failover Role @

None v

Figure 2-17. TSolP Output Configuration. Groomer B is Configured for ASI in, TSolP out Multicast. Failover Role: None.

# Groomer-8 X $ AG2600 x| + o -

& C @ 192.168.2.206/d2warnconfiguration/edit

= D2MANAGE" Groomer-B openGear Frame ID: 234582075 Slot: 8

NAVIGATION D2WARN Configuration

ol D2WARN Status
Cards this Groomer Communicates With @

& D2WARN Configuration Device Type Device Name 1P Address @ SNMP rocommunity @ Connection Test {click Save before clicking Check)
&5 System Settings Satellite Receiver v Receiver-B 192.168.2.208 public Check 192.168.2.208
® Fimware
B Logs B " .
roadcast Stream Flow and Failover Settings for This Groomer
Standard Configurations ©
+ Features
Manual Configuration v
@ support
Broadcast Stream Input @
© Diagnostics ASL v
Broadcast Stream Output @ UDP Port IP Address
P ~ 8000 192.168.1.150

Failover Role @

None v

Figure 2-18. TSolP Output Configuration. Groomer B is Configured for ASI in, TSolP out Unicast. Failover Role: None.
External IP Address Ethl set to 192.168.1.206.
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0 Groomer-B X & AG2600 x \ + o X

& C @ 192.168.2.206/d2warnconfiguration/edit

D2MANAGE Groomer-B openGear Frame ID: 234582075 Slot: 8

NAVIGATION D2WARN Configuration

ot D2WARN Status

Cards this Groomer Communicates With @

& D2WARN Configuration Device Type Device Name IP Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)
satellite Receiver v Receiver-B 192.168.2.208 ublic Check 192.168.2.208

% System Settings P

@ Fimware

B Logs

Broadcast Stream Flow and Failover Settings for This Groomer
Standard Configurations @

+ Features
Manual Configuration v
@ Ssupport
Broadeast Stream Input @ UDP Port 1P Address
© Diagnostics P v 8000 23025087
Broadeast Stream Output @ UDP Port 1P Address
P v 8000 23025098

Failover Role @

None v

Figure 2-19. TSolP Output Configuration. Groomer B is Configured for TSolP in, TSolP out. Multicast. Failover Role: None.
External IP Address Ethl set to 192.168.1.206.

0 Groomer-8 X © AG2600 x \ + o X

& C @ 192.168.2.206/d2warnconfiguration/edit

D2MANAGE" Groomer-B openGear Frame ID: 234562075 Slot: 8 admin

NAVIGATION D2WARN Configuration

ol D2WARN Status
Cards this Groomer Communicates With @

4 D2WARN Configuration Device Type Device Name IP Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)
Satellite Receiver v Receiver-8 192.168.2.208 public Check 192.168.2.208

&% System Settings

@ Fimware

B Logs

Broadcast Stream Flow and Failover Settings for This Groomer

Standard Configurations @
+ Features

Manual Configuration v
@ Support
Broadcast Stream Input @
@ Diagnostics NONE .
Broadcast Stream Output @ UDP Port 1P Address
P v 8000 239.2509.8

Failover Role @

None v

Figure 2-20. TSolP Output Configuration. Groomer B is Configured for Input None, TSolP out Multicast. Failover Role: None.
External IP Address Ethl set to 192.168.1.206.

2.4.9 SMPTE-310 IN and/or OUT

The D2WARN system will support SMPTE-310 for the Input, the Output, or both. SMPTE-310 support is provided
by an optional Ross SMPTE-310 converter module installed in slot 11. Jumpers must be installed to connect the
ASI IN and/or ASI OUT between the groomers and the converter card. The Ross SMPTE-310 converter card may
be monitored using DashBoard.
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Figure 2-21. Ross ASI-310 Converter Block Diagram

If DashBoard is used, DashBoard may be used to configure the Ross Converter card:

¥ Basic Tree View 2 Tally Service - Tally @ NK Switchboard R Global Labels Frame 219533130 - Slot 0 - MFC-OG3-N Frame 219533130 - Slot 11 - ASI-310
-, Settings ASI To 310 310 To ASI GPIO Edit Strings Alarms
Filter:
v [ Frame 219533130
@ Slot 0 MFC-0G3-H Connection:
@ slot1: AG2600
@ Slotd: D2Flex5k-06
@ slot5: AG2600 Product Alarms GPIO Status Alarm Counters
@ Slot 8 IP-A3) Gatewsy
@ Slot10: D2FlexSk-0G
@ slot11: A3-310
@ Slot 14 5wy #1 Msg Sre
@ Slot 16 5w #2 Vid Sre
@ Slot 18 W #3 Out Select (351 vs IF)
@ Slot20: Used a3 DA
48 DashBoard Services

Product

@ Layouts ... fi FleNavi.. x — =

W+

Figure 2-22. Configuring the Ross Converter Card using DashBoard

2.5 Wireless Emergency Alert (WEA) Settings

The WARN Alert Messages are sent to each station via Galaxy 16, transponder 22 vertical, and carried on PID
0x911 (decimal 2321). The downlinked signal is split and fed into the WARN system. Supported input formats for
feeding the Alert Messages into the WARN system are:

e L-Band from the LNB or over a fiber link

e ASI
e TSolP

Descriptions and configuration instructions for each format are provided below.



2.5.1 Satellite Dish and WARN System in Separate Locations

For stations with the satellite dish and WARN system at different locations, Ethernet or fiber links may be used to
feed the downlink signal into the WARN system. In all cases where the satellite dish and WARN system are at
different locations it is important that the Sencore AG2600 Satellite Receivers remain in their openGear frame
slots. If the satellite receivers are removed, the groomers will not be able to communicate with them using SNMP.
The system will alarm, and the frame’s light bar will flash. Configuring DashBoard to prevent the light bar from
flashing on a card fault is not recommended. Doing so will prevent the light bar from flashing for any card faults,
including the groomers.

2.5.2 L-Band from the LNB or L-Band over Fiber Link

In most installations the L-Band signal from the satellite receive LNB is spilt and fed into each Sencore AG2600
Satellite Receiver. The ASI output of each Sencore receiver is then fed into the ASI2 input of its associated
groomer. In these installations ASI-2 is selected under Alert Message Source on the D2WARN Configuration

page:

%8 Groomer-A x 8 Groomer-B X AG2600 X AG2600 x + - X

€ C @ 192.168.2.205/d2warnconfiguration/edit e :

= D2MANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4 adminv D2 D

Primary v
NAVIGATION

oo D2WARN Status

& D2WARN Configuration Wireless Emergency Alert Message (WEA) Timeout & Insertion Settings
Mo sagg Source @
&5 System Settings ¢
& Firmware
AlerT Message Heartbeat Warning Timeout (seconds) @
B Logs 40
+ Features Alert Message Heartbeat Failure Timeout (minutes) @
60
© Support
PID Replacement Options (hex range 0-1fff) @
© Diagnostics ) )
Replace ETT Replace EIT Replace Video Video PID (hex range 0-1fff) @
Enabled v Enabled v Enabled v 31

Valid WARN PIDs (hex range 1-11ff, 0 is disabled) @

911 0 0 o

Valid Additional WARN Content Types (bit range 0010-1111) @ 4

Figure 2-23. Alert Messages Source Configuration, ASI input

Stations with the satellite receive dish and WARN system at separate locations, and connected using an L-Band
over fiber link would configure the Alert Message Source the same. In these installations the L-Band output from
the fiber link would be split and fed into each Sencore receiver.

2.5.3 ASI

With the satellite receive dish located separately from the WARN system, a satellite receiver with an ASI output
may be used. At the other end of the link, ASI from the downlink can be fed either into the Sencore receivers
(recommended) or directly into the groomers. To configure the Sencore receivers to accept ASI, click on the
settings icon next to Input Selection on the receiver's GUI. A window will open. Select ASI and click on Apply:



6 sencore AG2600

Logged inas:  admin Temperature:  44.6 C (112.3 F) @  system Status & Logout

Main Admin Reporting About

Main Control Panel

J7] view Ps| Tables

\ ShowUnusedInputs = 58 Switch to Backup Input
— | Input Selection Active: DVB-S2 PortA Primary: DVB-S2 PortA Backup: Nore
@ U DVB-S2PortA 1390.0 MHz Level: -75 dBm CIN: 8.4d8 Link Margin: 0.5 dB 66.842 Mbps
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66.842 Mbps

ASl

o

Figure 2-24. Configuring the Sencore AG2600 Satellite Receiver for ASI Input

Configure Inputs

Primary Input | DVB-S52 Port A -
Backup Input None
DVB-S2 PertA
DVB-S2 PertB
“ ASI

——TE =N

Figure 2-25. Selecting ASI

6 sencore  AG2600

loggedinas:  admin Temperature: 44,4 C (1119 F) ©  system status & Logout

Admin

Reporting

Main

Main Control Panel

] view PS| Tables

, Show Unused Inputs. S8 Switch to Backup Input
% Input Selection Active: ASI Primary: AS Backup: None
& Asl Null Stripped: Disabled 19.394 Mbps @

Data Outputs

{ Show Unused Outputs

ASI 19.394 Mbps L)

-

Figure 2-26. The Sencore AG2600 Satellite Receiver Configured for ASI Input

If desired, ASI may be fed directly into ASI2 IN on the back of each groomer. This is acceptable, however the
Sencore receiver cards should remain installed in their openGear slots to avoid the groomers from alarming, and

the openGear frame’s light bar flashing.
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2.5.4 TSolP

With the satellite receive dish located separately from the WARN system, a satellite receiver with TSolP output
may be used. At the other end of the link, TSolP from the downlink can be fed into the groomers. To configure the
groomers to accept TSolP, select IP under Alert Message Source on the D2WARN Configuration page. Enter
the UDP Port and IP Address. Click Save:

= DZ2MANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4

Primary v

NAVIGATION

oli  D2WARN Status

& D2WARN Configuration Wireless Emergency Alert Message (WEA) Timeout & Insertion Settings
- easgge Source @ UDP Port IP Address

&8 System Settings “ v 8000 239.250.8.7
@ Firmware Alert Message Heartbeat Warning Timeout (seconds) @
B Logs 40
+ Features Alert Message Heartbeat Failure Timeout (minutes) @

60
© Support

PID Replacement Options (hex range 0-1fff) @
© Diagnostics Replace ETT Replace EIT Replace Video Video PID (hex range 0-1fff) @
Enabled v Enabled v Enabled v 31

Valid WARN PIDs (hex range 1-1fff, 0 is disabled) @

911 0 0 0

Valid Additional WARN Content Types (bit range 0010-1111) @ 4

Figure 2-27. Alert Messages Source Configuration, TSolP input

When the alert message source is configured for TSolP, internal failover is not supported. This is true even with
the WARN system configured for ASI In/ASI Out.

2.5.5 ASland TSolP

A combination of ASI and TSolP may also be used. For example, ASI out of a remote receiver may be converted
to TsolP for transmission over a fiber link. And then converted back to ASI for feeding into the WARN system, as
discussed above.

Note: Alternatively, TSolP out of the link may also be used to feed the WARN system. However, when the
alert message source is configured for TSolP, internal failover is not supported.

2.5.6 Alert Message Heartbeat Warning Timeout (seconds)

This is also referred to as the “short” timeout, and is measured in seconds. It is set to detect the short term
disappearance of Alert Message heartbeats most likely caused by rain fade. This value should be setto a
number greater than the 30 second period of the Alert Message heartbeats. The default is 40 seconds. When
the seconds timeout is reached it will only issue a warning since it may be an indication of rain fade. To set the
short term timeout, enter a number and click Save.

Note: The value for the “short” timeout should be the same for both Groomer A and Groomer B.
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2.5.7 Alert Message Heartbeat Failure Timeout (minutes)

This is also referred to as the “long” timeout, and is measured in minutes. It is set to detect the long term
disappearance of Alert Message heartbeats caused by a card or other hardware failure (such as a cable or
splitter). This value should be set to greater than the length of a typical rain fade. The default is 60 minutes. When
the Primary Groomer’s minutes timeout is reached it will be considered a failure and failover to the Backup
Groomer. To set the long term timeout, enter a number and click Save.

Note: The value for the “long” timeout should be the same for both Groomer A and Groomer B.

2.5.8 PID Replacement Options

PID Replacement Options settings are found on the D2WARN Configuration page, toward the bottom of the page.

0 Groomer- A X 8 Groomer-| B8 x AG2600 X AG2600 x| + - X
&« C @ 192.168.2.205/d2warnconfiguration/edit e :
D2MANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4 amnv D@D,
Primary -
NAVIGATION
i D2WARN Status
& D2WARN Configuration Wireless Emergency Alert Message (WEA) Timeout & Insertion Settings

Alert Message Source @

#5 System Settings
ASI2 v

& Firmware
Alert Message Heartbeat Warning Timeout (seconds) @
B Logs 40
+ Features Alert Message Hear Ut (minutes) @
60
© Support

PID Replacement Options (hex range 0-1fff) @
Diagnostics

Replace ETT Replace EIT Replace Video Video PID (hex range 0-1fff) @

Enabled v Enabled ~ Enabled 31

Valid WARN PIDs (hex range 1-1fff, 0 is disabled) @

911 0 0

Valid Additional WARN Content Types (bit range 0010-1111) @ 4

Figure 2-25. PID Replacement Options, D2WARN Configuration page

Select which PIDs are used for Alert Message insertion in the event there are not enough “null” packets in the
station’s broadcast stream for injecting the Alert Messages. PID replacement allows for message insertion by
replacing PSIP PIDs or, in a worst case scenario, a video PID.

PID replacement will occur in the following order:
Note: All PIDS are listed in Hexadecimal
1. Replace ETT: Allows for injecting Alert Messages by the replacing Extended Text Table (Dynamic PSIP)
packets. The timeout for ETT replacement is 100 ms for pre-emptive messages, and 5 minutes for normal
messages. The configuration choices enabled or disabled.
2. Replace EIT: Allows for injecting Alert Messages by the replacing Event Information Table (Dynamic
PSIP) packets. The timeout for EIT replacement is 100 ms for pre-emptive messages, and 5 minutes for

normal messages. The configuration choices enabled or disabled.
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3. Replace Video: If enabled allows for injecting Alert Messages by the replacing packets of a video PID.
The timeout for Video PID replacement is 200 ms for pre-emptive messages, and 10 minutes for normal
messages. The configuration choices enabled or disabled. Entering 0 in the Video PID box will also
disable Replace Video.

4. Video PID: Specifies the Video PID to be used for Video PID replacement. The value entered here sets
which video PID to replace when Replace Video is enabled. Entering O will disable Replace Video.

5. Valid WARN PIDS: Configures which PIDs the system will look for to find Alert Messages. The system
will always look for PID 911. This entry is read only and cannot be changed. Additional PIDs to use for
messages may be entered here (to allow for future functionality).

6. Valid Additional WARN Content Types: Clicking on the + will open a new window:

8 Groomer-A x &8 Groomer-B x AG2600 X AG2600 x ‘ + - X

& C @ 192.168.2.205/d2warnconfiguration/edit e i

= D2MANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4 adminv D@D

o

NAVIGATION Wireless Emergency Alert Message (WEA) Timeout & Insertion Settings

o D2WARN Status Alert Message Source @
ASI-2 v
& D2WARN Configuration

Alert Message Heartbeat Warning Timeout (seconds) @

& System Settings
40

& Firmware
Alert Message Heartbeat Failure Timeout (minutes) @
@ Logs 60
+ Features PID Replacement Options (hex range 0-1fff) @
Replace ETT Replace EIT g%é
© Support 0101
Enabled v Enabled 0110
© Diagnostics . o o1
Valid WARN PIDs (hex range 1-1fff, 0 is disabled) @ 1000
1001
911 0 1010

1011
1100
1101

1110
Content Type Name 111

Name 0010 v n

Valid Additional WARN Content Types (bit range 0010-1111) @ 4+ h

Figure 2-26. Currently Undefined Additional WARN Content Types (Future Expansion)

7. Valid WARN Content Types: Configures which Content types the system will look for in Alert
Messages. The system currently supports CMAC and CAP message types. The Content Type Name
may be entered. The drop down selection shows 14 other binary combinations possible with a 4 bit
field. These are currently undefined for future expansion.



3 Operation

Once the D2WARN system has been installed and configured for the desired signal flow and failover scenario,
operation is straightforward. In normal use, the user logs in to Groomer A and observes the system status on the
D2WARN Status page. Four browser windows can be opened so that Groomer A, Groomer B, Satellite Receiver
A and Satellite Receiver B are available.

¢ Groomer-A X % Groomer-B x | & AG2600 x | & AcG2600 x| + - X

@ 192.168.2.205/d2warnstatus/ (2]

= D2MANAGE

Groomer-A openGear Frame ID: 234582075 Slot: 2 adminv D@D

NAVIGATION D2WARN Status

oll DZWARN Status

Internal Temperature: 56.23 G @ Max Internal Temperature: 60.54 C @ Uptime: 2 Days 05:49:42

4 D2WARN Configuration

#% System Settings

Groomer-A Role: Primary Status: Alert Message Inserting Groomer-B Role: Backup Status: Alert Message Monitoring

® Fimware

Broadcast Input @ Broadcast Output @ Broadcast Input @ Broadcast Output @
B Logs

Mee o ewe qee o7 L
+ Features 19.398 Mbps 19.398 Mbps 19.389 Mbps 19.388 Mbps

Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @
@ support

L] O
66.865 Mbps 9s 66.833 Mbps 9s

@ Diagnostics
Revert Back to Primary Groomer

Last Alert Message: NONE

Last Alert Message: NONE

satellite RX Communications: @ ® rfans:@ [ ]
Groomer Pair Communications: @ ® Powersupply 1: @ Satellte RX Communications: @ @ Fos@ °
opentear Communications: @ ® Powersupyz© Groomer Pair Communications: @ ®  Power Supply 1: @ [ ]
Alert Message Buffer Overflow: @ ®  Alert Message Format: @ openGear Communications: @ ®  Power supply 2:@ °
Video PID Available for Inserting: @ ®  Alert Message in Primary Broadcast: @ Alert Message Buffer Overflow: @ © Alert Message Format: @ °
EIT/ETT Pid Inserting: @ ®  Video Pid Inserting: @ Video PID Available for Inserting: @ @  Alert Message in Primary Broadcast: @ [ ]
Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ EIT/ETT Pid Inserting: @ ©  VideoPid inserting: & ®
Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ °

Figure 3-1. Groomer A Status page with both Groomers and both Satellite Receivers Available

Optionally, a fifth browser window may be opened for the Frame, although this is usually not necessary.

The status of each groomer is shown at the top of the D2WARN Status page. Also shown is the Role of each

Groomer (for example, Primary or Backup).

8 Groomer-A X 98 Groomer-B X £ AG2600 X £ AG2600

< C @ 192.168.2.205/d2warnstatus/
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NAVIGATION D2WARN Status

o D2WARN Status
Internal Temperature: 55.61C @

4 D2WARN Configuration

&% SystemSettings X
Groomer-A Role: Primary Status: Alert Message Inserting

@ Fimware
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B Logs
s O 2 — . 1
+ Features 19.385 Mbps 19.385 Mbps 19.391 Mbps 19.391 Mbps
Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @
@ support
N O
66.818 Mbps 19s 66.842 Mbps 18s

© Diagnostics
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Figure 3-2. D2WARN Status
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Revert Back to Primary Groomer

Groomer-B Role: Backup Status: Alert Message Monitoring
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Broadcast Output @
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Groomer A’s status page will display the status of both Groomer A and B when the system is configured for
internal failover:

% Groomer-A X 9 Groomer-B X \ S AG2600 X \ S AG2600 X \ + = X
« C @ 1921682.205/d2wamnstatus/ (2]
D2MANAGE openGear Frame ID: 234582075 Sot: 2
NAVIGATION D2WARN Status
ot D2WARN Status
Internal Temperature: 55.61 C @ Max Internal Temperature: 60.54 C @ Uptime: 2 Days 06:01:08
& D2WARN Configuration
&% System Settings B . o
Groomer-A Role: Primary Status: Alert Message Inserting Groomer-B Role: Backup Status: Alert Message Monitoring

@ Fimware

Broadcast Input @ Broadcast Output @ Broadcast Input @ Broadcast Output @
B Logs

860 073 18e 07 ee2 07 gsed 076+
+ Features 19.403 Mbps 19.403 Mbps 19.393 Mbps 19.393 Mbps

Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @
© Ssupport

[ | -

[ Diagnostics 66.881 Mbps 5s 66.851 Mops 4s

Revert Back to Primary Groomer
Last Alert Message: NONE

Last Alert Message: NONE

satellite RX Communications: @ ® fans:@ L]
Groomer Pair Communications: @ ®  Power Supply 1: @ [ ] Satellte Rx Communications: @ © rns@ ©
opentear Communications: @ @ Powersupply 2@ ° Groomer Pair Communications: @ @  Power Supply 1: @ [ ]
Alert Message Buffer Overflow: @ @®  Alert Message Format: @ ° openGear Communications: @ @ Power suply 2:@ °
Video PID Available for Inserting: @ @  Alert Message in Primary Broadcast: @ ° Alert Message Buffer Overflov: @ @ lertMessage Format: @ °
EIT/ETT Pid Inserting: © ®  videoPid Inserting: @ ° Video PID Available for Inserting: @ @  Alert Message in Primary Broadcast: @ [ ]
Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ ° EIT/ETT Pid Insrting: @ @ VideoPid inserting: @ °
Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ (]

Figure 3-3. D2WARN System Configured for Internal Failover

Groomer A’s status page will only display the status of Groomer A when the system is not configured for internal
failover. In these cases, the status of Groomer B must be observed on its D2WARN Status page by opening its
GUI (window).

Groomer-A X 8 Groomer-B X & AG2600 X | 5 AG600 x| + = X

< C @ 192.168.2.206/d2warnstatus/ e :

234582075 Slot: 8

NAVIGATION D2WARN Status

ols D2WARN Status

Internal Temperature: 56.48 € @ Max Internal Temperature: 61.40 C @ Uptime: 2 Days 05:51:17
& D2WARN Configuration

stem Settings
& S ¢ Groomer-B Role: None Status: Alert Message Inserting

© Fimware

Broadcast Input @ Broadcast Output @
B Logs

deelz o ez
+ Features 19.400 Mops 19.399 Mops

Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @
@ support

L]

[} Diagnostics 66.872 Mops 18s

Last Alert Message: NONE

satellite RX Communications: @ ® Fans@ °
Groomer Pair Communications: @ ®  Power supply 1: @ L]
‘openGear Communications: @ ® Power Supply 2: @ [ ]
Alert Message Buffer Overflow: @ @®  Alert Message Format: @ [ )
Video PID Available for Inserting: @ ®  Alert Message in Primary Broadcast: @ °
EIT/ETT Pid Inserting: @ ®  Video Pid Inserting: @ °
Bypass Lockdown: © ®  EIT/ETT Pid Missing in Broadcast: @ °

Figure 3-4. D2WARN System Configured for Failover Role None
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The configurations where both groomers will be displayed on the D2WARN Status page are below:
ASI Flow — Failover Role Primary

ASI Flow — Failover Role Backup

ASI Flow — Failover Role Primary — No Video Input

ASI Flow — Failover Role Backup — No Video Input

Manual Configuration — Failover Role Primary

Manual Configuration — Failover Role Backup

The configurations where only one groomer will be displayed on the D2WARN Status page are shown below:
ASI Flow — Failover Role None

ASI Flow — Failover Role Bypass

ASI Flow — Failover Role None — No Video Input

Manual Configuration — Failover None

Manual Configuration — Failover Bypass

When configured for internal failover, Groomer A’s status page can be used for all monitoring of both groomers. In
the event of a failover, the Revert Back to Primary Groomer button on Groomer B’s status page is used once
the event has cleared.

8 Groomer-A X ¥ GroomerB <) AG2600 x | & AG2600 x| + -

< C @ 192.168.2. 206/ arnstatus/
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NAVIGATION D2WARN Status
ol DZWARN Status
Internal Temperature: 55.86 C @ Max Internal Temperature: 61.40 C @ Uptime: 2 Days 05:54:25
& D2WARN Configuration
&% System Settings .
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@ Firmware

Broadcast Input @ Broadcast Output @ Broadcast Input @ Broadcast Output @
B Logs
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© support

O O

@ Diagnostics 66.838 Mbps 258 66.873 Mbps 27s
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Last Alert Message: NONE

Last Alert Message: NONE

Satellite RX Communications: @ ® Fans:@ [ ]
Groomer Pair Communications: € ® PowerSupply 1: @ [ satellte Rx Communications: @ ® Fns@ ®
openGear Communications: @ ® roversuny2@ ° Groomer Pair Communications: @ ®  Power Supply 1: @ [ ]
Alert Message Buffer Overflow: @ ®  Alert Message Format: @ [ openGear Communications: @ @ power suply2:@ ®
Video PID Available for Inserting: @ ®  Alert Message in Primary Broadeast: @ ° Alert Message uffer Overflow: @ @ AlertMessage Format: @ ©
Er/ETT P Inserting: © ® videoridinserting: © ° Video PID Available for Inserting: @ @  Alert Message in Primary Broadcast: @ L]
Bypass Lockdown: @ ®  EIT/ETT Pid Missing in Broadcast: @ [ ] EIT/ETT Pid inserting: @ © videoPidinserting: @ °
Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ °

Figure 3-5. The Revert Back to Primary Groomer Button on the Backup Groomer’s Web Page

Once an event which caused a failover has been cleared, the Revert Back to Primary Groomer button will turn
red. The user must click on this button on Groomer B’s D2WARN Status page to restore normal operation.
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If the Groomers cannot communicate with each other, the status pane for one of groomers will be “greyed out.”
This only applies to groomers that are in Primary or Backup role. The groomer which does not receive an update

from its associated groomer will “grey out” the associated groomer’s status pane.

%0 Groomer-A

X 8 Groomer-B

<« C @ 192.168.2.206/d2warnstatus/

D2MANAGE

NAVIGATION
os D2ZWARN Status
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B Logs
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Last Alert Message: NONE

satellite RX Communications: @

Groomer Pair Communications: @

openGear Gommunications: @

Alert Message Buffer Overflow: @

Video PID Available for Inserting: @
EIT/ETT Pid Inserting: @

Bypass Lockdown: @
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Groomer-A Role: Primary Status: Alert Message Inserting (Groomer has timed out)

Broadcast Output @

18,681

satellite Receiver Alert Message Heartbeat @
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Power Supply 1: @

Power Supply 2: @

Message in Primary Broadcast: @
Video Pid Inserting: @

EIT/ETT Pid Missing in Broadcast: @

S AG2600

Max Internal Temperature: 61.40 ¢ @

Figure 3-6. Groomer B is not Receiving Updates from Groomer A

Groomer-B Role: Backup Status:

Broadcast Input @

Meen e

19.393 Mbps

Input from Satellite Receiver @

66.846 Mbps

Revert Back to Primary Groomer

Last Alert Message: NONE

satellite RX Communications: @
Groomer Pair Communications: €
openGear Communications: @
Alert Message Buffer Overflow: @
Video PID Available for Inserting: @
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265

Fans: @

Power Supply 1: ©

Power Supply 2: @

Alert Message Format: @

Alert Message in Primary Broadcast: @
Video Pid Inserting: @

EIT/ETT Pid Missing in Broadcast: @

Various alarm indicators are displayed on the D2WARN Status page. The meaning of each alarm can be found

by placing the cursor over that alarm’s Tool Tip: e

For example, the Tool Tip for Groomer Pair Communications is: If alarmed, Groomer B cannot communicate

with Groomer A.

A complete description of all status indications, alarms, and indicators is provided in the Section: Monitoring.
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4 Failsafe and Internal Failover

The D2WARN system has the ability to detect hardware failures and faults, and failover to the backup or place
itself in bypass mode if it meets certain requirements. The details are provided in this section.

4.1 ASI Failsafe

The system is built around the D2Flex digital video multiplexer (groomer) that handles the PID insertion,
grooming, monitoring and alerting of the broadcast stream. In the unexpected case where the D2Flex processor
fails or power is lost, a failsafe ASI bypass ensures that the broadcast stream is maintained.

ASI Failsafe Conditions:

1. Power Failure: If the groomer loses power, the ASI bypass relay de-energizes and directly connects the ASI-1
Input to the ASI-1 Output.

2. Processor Watchdog: In the unusual circumstance where the embedded Linux operating system becomes
unresponsive, the ASI bypass relay de-energizes and directly connects the ASI-1 Input to the ASI-1 Output.

If one of the groomers goes into ASI Failsafe mode, the D2WARN Automatic Failover system design still ensures
insertion of the designated message PID(s).

4.2 Internal ASI Failover

The D2WARN system can be configured for internal redundancy switching. Its operation is described in Section:
Configurations.

4.3 Failover Specifications

Startup Mode

At startup, Groomer A and Groomer B will attempt to communicate with each other. Startup does not check for
any error conditions other than Groomer Pair communications. As soon as Groomer Pair Communications are
established, Monitor Mode is started.

Monitor Mode

Monitoring checks for failover error events and initiates a failover if necessary. This section describes the error
causes for a failover event, conditions required to activate the failover, and the requirements for ending the
failover event and reverting insert operations to Groomer A.

Failover Error Causes:

Groomer-A Receiver Input Error — Satellite Receiver Failure (Heartbeat Failure “long” Timeout)
Groomer-A Receiver Input Error — Satellite Receiver Warning (Heartbeat Warning “short” Timeout) and no
status update received from its associated receiver

e Groomer-A Alert Message Source Input Error (Alert Messages) — Input from Satellite Receiver Failure
(Heartbeat “long” Failure Timeout)

e Groomer-A Alert Message Source Input Error (Alert Messages) — Input from Satellite Receiver Warning
(Heartbeat Warning “short” Timeout) and no status update received from its associated receiver

e Groomer A Failure

Note: Failover will occur only if there are no Groomer B Receiver Input Errors.
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Revert Back to Primary Groomer Button Enable:
e Groomer A has no Satellite Receiver input errors
e Groomer A has valid Satellite Receiver Pair communications

Revert Back to Primary Groomer Activation:
e Revert Button is clicked on Groomer B’'s D2WARN Status page

4.4 Configurations with Failover Support

At this time internal failover is only supported with ASI signal flow configurations, or SMPTE-310 with the
converter. There is no redundancy for the SMPTE-310 converter. Internal failover for TSolP configurations is not
supported.

4.5 Configurations with Failover and Failsafe Support

The following configuration are supported with failover and failsafe protection as noted below.

Video In | Video Out | WARN Source Notes

ASI ASI Sat RX, ASI

ASI 310 Sat RX, ASI D2WARN-310M card required
310 ASI Sat RX, ASI D2WARN-310M card required
310 310 Sat RX, ASI D2WARN-310M card required
None ASI Sat RX, ASI

None 310 Sat RX, ASI D2WARN-310M card required

4.6 External Failover Configuration

The D2WARN system can be configured with the two Receiver-Groomer pairs independent of each other to allow
member stations to run the systems in parallel.

PBS member stations are responsible for switching the ASI, SMPTE-310 or TSolP output stream in case of a
component or system failure. No automatic failover is provided by the D2WARN system.
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5 Monitoring

The D2WARN system provides multiple methods for monitoring the health of the system, including front panel
light bar, browser-based status page, and SNMP traps.

5.1 Front Panel LED Color Indicators

The D2WARN system controls the front panel light bar of the openGear frame. The light bar provides a visual
indication of the overall health of the system. If DashBoard is installed, the user has the option to configure the
color as desired. For instructions on how to configure the light bar colors using DashBoard, see the Section:
Updating the openGear Frame Firmware and Configuring the Frame Light Bar.

Note: If the Frame cannot communicate with the Groomers, the light bar will not function correctly.

As received from the factory the default colors are:

Blue = All Good. Everything is working.

Figure 5-1. Blue Indicates the System is Fully Functional with no Alarms

Yellow = Warning. System still functional but degraded. Check SNMP or GUI.

(===

Figure 5-2. Yellow Indicates You Should Check the Groomer for Alarms

Red = Failure. One or both of the Groomers is configured in Bypass, or the system is
non-functional and requires Immediate attention. Check SNMP or GUI.

openbear

Figure 5-3. Red Indicates Immediate Attention is Required
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5.2 D2WARN Status via the GUI

The D2WARN Status page shows the overall health of the system, including Internal Temperature, Max Internal
Temperature reached since the last time the groomer was restarted, and Uptime. Groomer status, signal
presence and data rate, and alarms can also be seen at a glance.

8 Groomer-A X 8 Groomer-B X AG2600 X AG2600 X | +

€ C @ 192.168.2.205/d2warnstatus/index e :

admin ~ D2 D,

D2MANAGE”" Groomer-A openGear Frame ID: 219533130 Slot: 4

NAVIGATION D2WARN Status
Groomer Status

Internal Temperature: 66.93 ¢ @ T TCeTTTaT 68.41C@

o1 D2WARN Status

Uptime: 0 Days 01:01:52

%  D2WARN Configuration

&6 System Settings .
Groomer-A Role: Primary Status: Alert Message Inserting Groomer-B Role: Backup Status: Alert Message Monitoring
® Fimware

Broadcast Input @ Broadcast Output @ Broadcast Input @ Broadcast Output @

B Logs
S 5 780 1
+ Features 19.410 Mbps 19.411 Mbps 19.407 Mbps 19.405 Mbps
i Satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @
@ support
O O
;) Diagnostics 66.884 Mbps 18s 66.866 Mbps 165
e Message
Last Alert Message: 03/25/21 10:02:36: WARN System Test Prjosty” / Priori ty
S| g n al Satellite RX Communications: @
ans: [ ]
Presence Groomer Pair Communications: @ Power Supply 1: @ e
Grdgmer Pair Communications: ®  PowerSupply 1: [ ]
and Data openGear Communications: @ ®  Powersupply2: @ ° ° pply1:@
openfear Communications: @ ®  Power Supply 2: ®
Rate Alert Message Buffer Overflow: @ Alert Message Format: @ ° i sk
AlerfMessage Buffer Overflow: ®  Alert Message Format: @ ®
Video PID Available for In; Alert Message in Primary Broadcast: @ 9 @ 9
deo PID Available for Inserting: ©®  Alert Message in Primary Broadcast: °
EIT/EL serting: @ Videa Pid Inserting: @ :© o v @
EIT/ETT Pid Inserting: @ ®  Video Pid Insertin °
Bypass Lockdown: @ EIT/ETT Pid Missing in Broadcast: @ 9 9@
Alarms Bypass Lockdown: © @  EIT/ETT Pid Missing in Broadcast: @ °

Figure 5-4. D2WARN Status GUI Page

Note: The gray portion of the data rate bar indicates the null packets.

All status indicators will display GREEN if they are receiving proper signals, and RED if there is an issue.

The Groomer cards are linked together and will display both the Primary and Backup status in real time when
configured for internal redundancy (see the Section: Operation).

Below is an explanation of the possible Groomer Status indications:

1) Alert Message Inserting (Green for primary/yellow for backup): normal operating mode for primary, warning
mode if backup is inserting.

2) Alert Message Monitoring (Green color): normal operating mode for back up card with no alarms present.

3) Alert Message Inserting Degraded (Yellow color): Still inserting but has issues such as failed power
supply/fan.

4) Alert Message Monitoring Degraded (Yellow color): Still monitoring but has issues such as failed power
supply/fan.

5) Alert Message Failure (Red color): Not inserting messages which occurs when no heartbeat being received.

6) No Broadcast Signal Detected (Red color): This is the worst failure which occurs when no signal is detected
on broadcast input. System most likely off air.
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7

8)

9)

Alert Message Detected in Broadcast Input (Red color): This indicates that the broadcast stream coming
into the system already contains PID 911. This will happen if two systems are both inserting, and one feeds
the other. Once the issue has been corrected, it will take 11 minutes for the alarm to clear and turn green.

The most likely cause is another WARN system is inserting messages upstream from this system.
Groomer Locked intoBypass mode. System Reset Required (Red color): This indicates that the system
has gone into Bypass mode due to an instability. The groomers must be restarted, or in some cases power

cycled, to clear the event.

If the system is configured for internal failover, and Groomer A goes into Bypass Lockdown, the system will
fail over to Groomer B. This will require the user to Revert Back to Primary Groomer following restart.

Groomer Has Timed Out: No update has been received from this groomer.

Below is an explanation for the Signal Presence and Data Rate indicators:

1

2)

3)

4)

5)

Broadcast Input: Displays the Sync status and overall bitrate of incoming broadcast transport stream

whether it be ASI or IP.

a) Red when input is not detected. In this state system is most likely off air and requires immediate attention.
Check cabling and verify input source.

b) When input sync is achieved the total bitrate is displayed under the status bar with Green representing
the bitrate of data packets (Non-Null) and Gray representing bitrate of Null packets.

Broadcast Output: Displays the Sync status and overall bitrate of the outgoing broadcast transport stream

whether it be ASI or IP.

a) Red when input is not detected. In this state system is most likely off air and requires immediate attention.
Check cabling and verify input source.

b) When output sync is achieved the total bitrate is displayed under the status bar with Green representing
the bitrate of data packets (Non-Null) and Gray representing bitrate of Null packets.

Input from Satellite Receiver: Displays the Sync status and overall bitrate of the satellite receiver transport

stream whether it be ASI or IP.

a) Red when input is not detected. In this state the groomer is not receiving a signal from its associated
receiver. Check satellite receiver settings. This alarm is a failure on a primary groomer and a warning on
a backup groomer.

b) When output sync is achieved the total bitrate is displayed under the status bar with Green representing
the bitrate of data packets (Non-Null) and Gray representing bitrate of Null packets.

Satellite Receiver Alert Message Heartbeat: Displays the heartbeat time in seconds since the last Alert
Message heartbeat was received. The bar will remain Green as long as Alert Message heartbeats are being
received. It will turn Red once the heartbeat seconds counter has been reached. In this state the groomer is
not receiving alert message heartbeats.

The seconds will continue to count below the status bar. Once the seconds timeout has been reached it will
be considered a rain fade event and will be classified as a warning. If weather indicates a rain fade this
warning should be temporary and resolve on its own once weather clears.

Once the minutes timeout has been reached an equipment failure is assumed, and will be classified as a
failure on a primary groomer and a warning on a backup groomer. Check for obstructions to the satellite dish,
the splitter, cables, and verify Satellite Receiver settings.

Last Alert Message: Displays timestamp and message type of the last Alert Message received. This is an
indication of an actual alert message received. Heartbeat messages do not display in this status indicator.
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Below is an explanation of the Alarms:

6) Satellite Receiver Communications: Indicates if the groomer can communicate with its Satellite Receiver
pair. If alarmed, verify Satellite Receiver IP address on the D2WARN Configuration page.

7) Fans: Displays the status of the openGear frame fans. If alarmed, verify front door of openGear frame is
closed. This is a warning on both primary and backup groomers.

8) Groomer Pair Communications: Indicates if groomer can communicate with its groomer pair. If alarmed,
verify groomer pair IP address on the D2WARN Configuration page and check status of groomer pair.

9) openGear Communications: Indicates if the groomer card can communicate with the openGear frame. If
alarmed, verify IP setting of openGear frame on the D2WARN Systems Settings page.

Note: If the Frame cannot communicate with the Groomers, the light bar will not function correctly.

10) Power Supplies 1 and 2: Displays the status of the openGear frame power supplies. If alarmed, replace
openGear power supply. This is a warning on both primary and backup groomers.

11) Alert Message Buffer Overflow: Indicates an Alert Message Buffer Overflow has occurred. If alarmed,
verify there is enough bandwidth to inject Alert messages. Consider enabling PID replacement options if not
already enabled. This is a warning on both primary and backup groomers.

12) Alert Message Format: Indicates an Alert Message Format error has occurred such as a CRC error or
invalid message type. If alarmed, verify signal strength of Satellite Receiver. This is a warning on both
Primary and Backup Groomers.

13) Video PID Available for Inserting: Indicates if transport stream packets of the Video PID configured for PID
replacement has not been seen for at least 30 seconds. If alarmed, verify the Video PID replacement setting
on the D2WARN Configuration page. This is a warning on both primary and backup groomers.

14) Alert Message in Primary Broadcast: This indicates that the broadcast stream coming into the system
already contains PID 911. This will happen if two systems are both inserting, and one feeds the other. Once
the issue has been corrected, it will take 11 minutes for the alarm to clear and turn green.

The most likely cause is another WARN system is inserting messages upstream from this system.

15) EIT/ETT PID Inserting: This alarm indicates that the ETT and, if necessary, the EIT PIDs are being replaced
by Alert Message PIDs. This occurs if there are not enough Null packets available for normal insertion.

16) Video PID Inserting: This alarm indicates that the video PID is being replaced by Alert Message PIDs. This
is a worst case scenario and occurs if there are not enough Null, ETT, and EIT packets available for normal
insertion.

17) Bypass Lockdown: This alarm indicates that the system has gone into bypass mode due to an instability.
The groomers must be restarted, or in some cases power cycled, to clear the event.

18) EIT/ETT PID Missing in Broadcast: This alarm indicates that there are no EIT or ETT PIDs found in the
broadcast stream input. This alarm is activated if EIT/ETT PIDs are not detected for 10 minutes.

51



5.3 SNMP System Monitoring and Alerts

The health of the D2WARN system can be continuously monitored with SNMP status for remote monitoring and
traps for alarm conditions. All failsafe and failover scenarios are detected and alerted by the groomers in the
system.

The Groomer’s alarms may be monitored using SNMP traps. The MIBs may be obtained from D2D, or
downloaded from the Groomer.

To download the MIBs currently loaded onto the groomer, click on Support on the left margin of the GUI:
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Figure 5-5. Downloading the MIBs from the Groomer



The D2D-MIB.txt and the D2D-WARN-MIB.text file may be downloaded to the user PC:

8 Groomer-A X #% Groomer-g x | 5 Ac2600 X | & AG2600 x| +

& C @ 192.168.2.205/support/ (2]

DaMANAGE Groomer-A openGear Frame ID: 219533130 Slot: 4 admin

NAVIGATION Support

ol D2ZWARN Status

Manuals

Download D2WARN Manual PDF (Rev 5, March 2021)

£ D2WARN Configuration

@5 System Settings

@ Firmware
SNMP MIBs
B Logs
Download D2D-MIB.txt (Rev 1.0, Sept 2019)
+ Features
© Support Download D2D-WARN-MIB txt (Rev 1.2, March 2021)
© Diagnostics
2021 ® D2D Technologies
D2D-WARN-MIB.txt ~ D2D-MIB.txt ~ Show all X
— —

Figure 5-6. Downloading the MIBs from the Groomer

The manual may also be downloaded from the Support page. This manual was current at the time of the
firmware release.

Note: A revised manual may be released before new firmware is released. The most current manual may
always be found and downloaded here: http://www.d2dtechnologies.com/d2warn/
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5.4 SNMP Status

The D2WARN system includes SNMP and GUI status of the following:

each other

Status SNMP GUI Comments

Most Recent Alert Heartbeat message received. Walk Status | Progress bar shows this,
will turn red if problems

Most Recent Alert message received. Walk Status | Most recent Date/Time
and Type displayed

Status for both Groomer A and Groomer B Trap Status | SNMP traps on any
status changes

Total non-null packet bit rate of both Broadcast Stream and Satellite Walk Status | Progress bar shows this,

Stream. will turn red if problems.

Total non-null packet bit rate of output stream for both Groomer A and Walk Status | Progress bar shows this,

Groomer B. will turn red if problems.

Broadcast Sync: Loss of sync on Broadcast stream input to the Groomer | Trap Status | Progress bar shows this,

A will turn red if problems

Broadcast Sync: Loss of sync on Broadcast stream input to the Groomer | Trap Status | Progress bar shows this,

B will turn red if problems

Receiver Sync: Loss of sync on Satellite stream from receiver to Trap Status | Progress bar shows this,

Groomer A will turn red if problems

Receiver Sync: Loss of sync on Satellite stream from receiver to Trap Status | Progress bar shows this,

Groomer B will turn red if problems

Receiver Heartbeat: No Alert Heartbeat (PID 0x911) within the Alert Trap Status | Progress bar shows this,

Heartbeat Timeout from the satellite receiver stream to the Groomer A will turn red if problems

Receiver Heartbeat: No Alert Heartbeat (PID 0x911) within the Alert Trap Status | Progress bar shows this,

Heartbeat Timeout from the satellite receiver stream to the Groomer B will turn red if problems

Input Heartbeat: No Alert Heartbeat (PID 0x911) within the Alert Trap Alarm

Heartbeat Timeout on the Broadcast input of the Groomer B.

Alert Buffer Overflow: If the 32MB Alert Message buffer fills up and Trap Alarm

overflows.

Alert Message Format: An error is detected in the Alert Message Format | Trap Alarm

for the following

conditions:

1. Protocol Version: Any value except 0x2h will set the alarm state.

2. CRC32 Error: If the CRC32 is not correct, the message is not inserted

and the alarm is set.

3. Length Error: If the message length is not correct, the message is not

inserted and the

alarm is set.

4. The Alarm state is cleared on the next valid message.

Missing Video PID: The replacement video PID has been missing for Trap Alarm

more than 30 seconds on the input of Groomer A

Missing Video PID: The replacement video PID has been missing for Trap Alarm

more than 30 seconds on the input of Groomer B

Power Supply 1 Failure Trap Alarm There are separate
alarms for each power
supply

Power Supply 2 Failure Trap Alarm

Fan Failure: One or more of the frame fans has failed. Trap Alarm

Groomer Pair Communications failed Trap Alarm

Alert Message found in Primary Broadcast. An Alert Message packet Trap

was found in the primary broadcast feed

Satellite RX communication failure. Groomer cannot communicate with | Trap Alarm

the satellite receiver

Groomer Pair Communications. Groomers cannot communicate with Trap Alarm
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6 Upgrading the Groomer Cards

Note: This could cause a minor on air hit. It is recommended that you upgrade one groomer at a time,
starting with Groomer B. It may be prudent, although not necessary, to patch around the system
depending on your broadcast chain.

Note: Both groomers must be running the same firmware version. It is not recommended or supported to
run diferent versions of firmware on each groomer.

Note: A Windows PC or Mac may be used, however a Mac will quarantine the downloaded file and create a

new file in addition to the downloaded file. Care must be taken so that the downloaded file is uploaded,
not the newly created file. This issue was fixed in June 2021.

6.1 Procedure (for ASI Internal Failover Configuration)

1. Download the firmware version received and place it on the hard drive (or other storage device) of the PC
used to log in to the D2WARN system.
2. Log into Groomer B and go to the Firmware page.

8 Groomer-A x @ Groomer-8 X AG2600 X AG2600 x + - X
€ C @ 192.168.2205/firmware/ a :
= DZ2MANAGE" Groomer-B openGear Frame ID: 219533130 Slot: 10 admn ~ D2D
TECHNOLOGIES.
NAVIGATION Firmware Update
oo D2WARN Status
Serial Number
{& D2WARN Configuration
40070
2% System Settings
Firmware Build Date
@ Firmware 2021-03-19_18-24-15
B Logs FPGA Version
03/18/2021 16:20:16
+ Features e
Latest Update Firmware Result
© Support
Firmware: d2mux3k_og_update-2021-03-19_18-24-15.sh. Success
© Diagnostics
Upload Firmware Browse
Upload

Figure 6-1. Firmware Page

3. Browse to the firmware file received (d2mux3k_og_update-XxXX-XX-XX_XX-XX-XX).
4. Click Upload
5. When the upload is finished, click Yes to restart the unit.

Reset Unit 4

File was successfully uploaded. Would you like to reset this unit?

Mo
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6. Log back into Groomer B and check that there are no alarms.
7. Log into Groomer A and place groomer A in bypass mode. This will force failover to groomer B after a

delay of about 30 seconds.

8. Check that Groomer B is inserting by viewing Groomer B’s GUI, D2WARN Status page. Groomer B’s
status will indicate: Alert Message Inserting Degraded in yellow.

D2MANAGE"

NAVIGATION

oo

@

&% System Settings
Groomer-A Role: Bypass Status: Bypass Mode - Alert Messaging Disabled Groomer-B Role: Backup Status:

© Fimware

Broadcast Input @ Broadcast Output @ Broadcast Input @ Broadcast Output @
B Logs

MNoSne 0 Nosye g
+ Features 19.403 Mbps 19.397 Mbps

Input from Satellite Receiver @ satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ satellite Receiver Alert Message Heartbeat @
@ Support

| [ |

[:) Diagnostics 66.839 Mbps 8s 66.857 Mbps: 5

D2WARN Status

D2WARN Configuration

D2WARN Status

Internal Temperature: 59.92 C @

Groomer-B openGear Frame ID: 219533130 Slot: 10

Last Alert Message: 03/25/21 10:23:06: WARN System Test Priority: Normal

Max Internal Temperature: 63.98 C @

Revert Back to Primary Groomer

Uptime: 1 Day 07:24:50

Last Alert Message: 12/31/69 21:13:09: WARN System Test Priority: Normal

. D@D

Satellite RX Communications: @ Fans: @
Groomer Pair Communications: @ Power Supply 1: @ satellte X Communicztions: @ © fans@ ®
openGear Communications: @ Power Supply 2: @ Groomer Pair Communications: @ ® Powersupply1: @ [ ]
Alert Message Buffer Overflow: @ Alert Message Format: @ opencear Communications: @ ©  Powersupply2: @ ®
Video PID Available for Inserting: @ Alert Message in Primary Broadcast: @ Alert Message Buffer Overflow: @ ©  AertMessage Format: @ ®
E/ETT Pid Inserting: @ Video Pid Inserting: @ Video PID Available for Inserting: @ @  Alert Message in Primary Broadcast: @ [ ]
Bypass Lockdown: @ EIT/ETT Pid Missing in Broadcast: @ EIT/ETT Pid Inserting: @ @  VideoPid inserting: @ °
Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ [ ]

Figure 6-2. Groomer B’s GUI, D2WARN Status Page

Note: Because Groomer A is in bypass mode, you must log in to Groomer B’s GUI to see the status of
both groomers. Also, there will be a Groomer Pair Communications alarm.

9. Upgrade groomer A (using steps 3 through 5, above). Allow groomer A to reset.
10. Log in and take Groomer A out of bypass. Check that there are no alarms.
11. Click Revert back to Primary Groomer using groomer B’s GUI.



7 Adding Frames to DashBoard, Updating the Frame
Firmware, and Configuring the Frame Light Bar

Many member stations already use DashBoard to control other equipment, and DashBoard will provide some
functionality when connected to the D2WARN system. This functionality is limited to showing and changing
system IP addresses, upgrading the openGear frame software and firmware, and configuring the frame’s Light
Bar. Full monitoring and control of the D2WARN system using DashBoard is not supported.

7.1 Installing DashBoard

DashBoard and its User Manual may be downloaded at:
https://www.rossvideo.com/support/software-downloads/dashboard/
https://www.rossvideo.com/support/product-documentation/dashboard/

Please refer to the User Manual for complete setup instructions.

7.2 Adding an openGear Frame Using the Automatic Detection Feature

Note: The PC running DashBoard must be on the same subnet as the openGear frame. If the PC is not on
the same subnet, it must first be configured to be on the same subnet as the frame to be added.

When the frame to be detected is on the same subnet as the computer running DashBoard, it will be automatically
discovered when DashBoard is launched. By default, the DashBoard queries the network for new frames every 10
seconds.

Confirm the Automatic Discovery feature settings by selecting Window > Preferences. If Automatic Discovery is
not enabled, enable it in the window which opened. Make sure All Network Interfaces is enabled. Click Refresh,
and then OK. See below:

File Edit Layouts Views Window Help
ol I
¥ Basic Tree View X

#C+ @i

|3 PanelBuilder Edit Mode - g Switchboard Sy Global Labels
= f Frame 224082189 - Slot 2 - D2Flex3k X

|| [ Preferences

I Automatic Discovery - v -
Automatic Discovery
General

> Help

> Install/Update
Keyboard Shortcuts
Licensed Features
Login Settings
RossTalk GPI Listener

> Security
Tally i Network Adapter
Visual Logic 7

El Web Browser

Refresh I Deﬁore Dafau\ts] [ Apply ]

Figure 7-1. Confirm Automatic Discovery is Enabled
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7.3 Manually Adding openGear Frames to DashBoard

As with Automatic Detection, the PC running DashBoard must be on the same subnet as the frame to be added.
Below are the steps to manually add an openGear frame to DashBoard :

Click *+ on the Tree View toolbar to open the Select Equipment or Service Type to Add dialog box:

0 DashBoard by Ross Video - X
File Edit Layouts Views Window Help

anelBuilder Edit Mode @ Switchboard % Global Labels Mem:mmmmm &/ Current User: (none)
£ Basic Tree V... x ¢ Walkabout Frame 1 - Slot 8 - IP-ASI Gateway Frame 1 - Slot 18 - SW#3 Out Select (ASI vsIP) % © Frame 1 - Slot 20 - Used as DA 5 Frame 1 - Slot 16 - SW #2 Vid Src

%o &
%O+ 4 Control  CardName Log
»

ONLINE

@ Slot 0: MFC-0G3-N
@ Slot 1: ASI-310

@ Slot 4 D2FlexSk-OC |l
@ Slot 5: AG2600

@ Slot 11: AG2600
@ Slot 14: SW #1 Msg|
@ Slot 16: DA 9002
@ slot 18:SW #3 Out —
@ Slot 20: Used as DA wput A -
Frame 2 ufa It Digital Inc
4 DashBoard Services

ing Input B to output

Primary Input

Upload

Figure 7-2. Adding a Frame Manually

E New

Select Equipment or Service Type to Add

Wizards:

= Cameras

(& General

= Input Devices

(& NK Router Series

(= Robots

(& XPression

(= openGear / DashBoard Connect

Cancel

Figure 7-3. Selecting an openGear Frame to Add
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Expand the openGear / DashBoard Connect node, select TCP/IP DashBoard Connect or openGear Device,
and then click Next:

E New

Select Equipment or Service Type to Add

Wizards:
type filter text

&= NK Router Series
& Robots
(= XPression
w = openGear / DashBoard Connect
[= Frame Demo (from file)
B Import openGear Help Files
-> ES TCP/IP DashBoard Connect or openGear Device

Figure 7-4. Adding an openGear Frame

The New TCP/IP DashBoard Connect/openGear Frame dialog box appears. Type the IP address of the frame
in the IP Address box. The Detect Frame Information button becomes available. Click on Detect Frame
Information. The frame attributes will be detected. Click Finish:

ﬂ New TCP/IP DashBoard Connect/openGear Device | X

TCPHP DashBoard ConnectiopenGear Device

This wizard allows you to create a connection to a DashBoard Connect or
openGear Device through TCP/IP. The wizard should be used when your

IP Address: | 192.168.1206 | [Detect Frame Infermation

Automatically track updates to frame information

Frame 234582075
OGP JSON
5253

Remember connection settings for this frame

< Back Mext > Finish Cancel

Figure 7-5. Detecting the Frame Information

7.4 Determining the Software and Firmware Version

After launching DashBoard and the Frame has been automatically discovered, click on > Frame which will display
its installed devices.
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ety @18 Frape 210533730

£} Basic Tree View

Filter:

@ Slot 0: MFC-0G3-N
@ Slot 1: AG2600

@ Slotd: D2Flex5k-00G
@ slot 5: AGZE00

@ Slot & IP-ASI Gateway
@ Slot 10: D2Flex5k-0G

Figure 7-6. Click on > Frame

Click on Slot 0. The software and firmware versions will be displayed.

£# Basic Tree View Frame 219533130 - 5... X Frame 219533130 - 5... Frame 219533130 - 5... Frame 219533130 - 5... i

1 Setup Network Data Safe SHMP Frame Glow Security
3

~ B Frame 219533130
]. Slot 0 MFC-0G3-M
"~ @ Slot 1: AG2600

@ Slotd DIFlex5k-0G
@ Slot 5: AG260 Hardware Power
@ Slot & P-4 Gateway
@ Slot 10: D2FlexSk-06 Product Network
@ Slot11: A3-310
@ Slot 14: 50 #1 Msg Src
@ Slot 16: S0 #2 Vid Src
@ Slot 18 SW#3 Out Select (451 vs IP)
@ Slot20: Used as DA

1% DashBoard Services

Upload Reboot

Figure 7-7. openGear Frame Software and Firmware Versions

7.5 Updating the Software and Firmware

You will need to contact Ross Technical Support to download the latest software and firmware versions.
Download the file to your PC or other storage device. Select Slot 0 and click on the Upload button.
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£# Basic Tree View X = Frame 219533130 - 5... X Frame 219533130 - Frame 219533130 - &... Frame 219533130 - 5...

. T
@ o + 4 Setup Metwork Data Safe SHMP Frame Glow Security
»

Filter:
~ [ Frame 219533130
] @ Slot & MFC-063-N
@ slot1: AG2600
@ slotd DIFlex5k-0G
@ Slot 5 AG2ZE00 Hardware Power
@ Slot & IP-AS| Gateway
@ Slot10: D2Flex5k-06 Product Network
@ slot11: ASI-310
@ Slot 14 S #1 Mg Src
@ Slot 16 S0 #2 Vid Src
@ Slot 18 S #3 Out Select (831 vs IF)
@ Slot20: Used 35 DA
4§ DashBoard Services

[ Layouts .. X By File Navi...

Figure 7-8. Uploading Firmware

Browse to the file which you previously downloaded to your PC hard drive or other storage device. It should be in
the format of MFC-OG3-N-v3_03a.

£ Basic Tree View u ULl Select File Upload

Security
~ [ Frame 219533130 File: | F—
@ Slot 0: MFC-0G3-N '
@ Slot1: AGZ600 |
@ Slotd: D2Flex E Open x
@ slot 5: AGZ60
@ Slot & IP-ASI 1 <« Ross » openBear » software v | B J2 Search software
@ Slot10: D2Fle;
:2:;:1;?\3:: Organize v Mew folder . Bz« [ o
: z:otlg: x:i & OneDrive ~ Mame Date maodified Tope
ot 18
@ St 20 Used 0 This PC || MFC-0G3-N-v3_03.bin 4/29/2020 2:40 A BIM File
1@ DashBoard Servic § 30 Osject. || MFC-0G3-N-v3_03a_beta.bin /372020 1:02 P BIM File
jects
@) Layouts ... x Byl [ Desktop
|= Documents
¥ Downloads
D Music
= Pictures (e
B videos
o Windaws (T
- DATA (D)
v <
File name: | MFC-0G3-N-v3_03a_beta.bin v| Allvalid types (*.oem, *key, *b
Cancel

Figure 7-9. Browsing to Firmware File

Click on the file to highlight it, and click Open. Click on Finish:



¥ Basic Tree View X = Frame 219533130 - 5... X Frame 219533130 - S... Frame 219533130 - S... Frame 219533130 - S...

LR [T Upload Software Wizard low  Security

~ [ Frame 219533130
@ Slot 0 MFC-0G3-N
@ Slot 1: AGZEO0
@ Slot 4 D2Flexsk-0G
@ Slot 5 AGZEO0
@ Slot 8 IP-A3) Gateway
@ Slot 10: D2Flexk-0G
@ Slot 11: 251-310

Select File Upload
Please select the file that contains the software to upload.

File: | C:ARosstopenGearsoftware\WFC-0G3-N-v3_03a_beta.bin Browvse..,

Wamings: | Upload may not be newer than current softuare.
File Surmary:

@ Slot 14 W1 Msg Sre File Name: HFC-0G3-N-+3_03a bheta.bin
@ Slot 16: 59/ #2 Vid Src File Type: HMain board software
Load Size: 5052778 [bytes)

@ Slot 18 S #3 Out Select (A5 ws IF)
@ Slot 20: Used as D&
4% DashBoard Services

Fri Jul 31 10:12:36 EDT 2020
Sanl

Creation Date:
CRC:

() Layouts .. X By File Navi...
R L

Figure 7-10. Updating Firmware

A window will open, click on OK. A new window will open. Click on Yes to reboot now:

£# Basic Tree View X = UEL Select File Upload ... Frame 219533130 - Slot 16 - ...
e}

Z2C+ E Slot 0 Glow Security
Silter:
~ BB Frame 218533130

@ Slot 0: MFC-0G3-N

@ Siot 1: AG2600

@ Siot 4 D2Flex5k-06G

@ Siot 5: AG2600

@ Slot 8 IP-2S| Gateway

@ Slot 10: D2Flex5k-085

@ Slot 11 AS1-310

@ Slot 14 Swe#1 Msg Sre

@ Slot 16 Swe#2 Vid Src

@ Slot 13: Su #3 Out Select (431 vs |

@ Slot 20: Used as DA

we HE MizihPosed Tandicas
<

Uploading to Selected Devices

DashBoard is uploading files. If you would like to continue using DashBoard, please select "Run in Backgraund",

Uploading to 1 device(s)
Progre:ss: | ——
Qof 1 uploads remaining

Uploading file to Slot 0 - MFC-0G3-M on Frame 219333130: Upload Succeeded

Upgrade complete Reboot

Autarnatically close when cormplete (reboot devices if necessany)

Run in Background Cancel

Figure 7-11. Updating Firmware
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7.6 Using DashBoard to Configure the Frame’s Light Bar

The Frame’s light bar may be configured to show the status of the WARN system. Configuration is accomplished
using DashBoard. Click on Slot 0. If not already selected, click on Setup. See below:

£ Basic Tree View = Frame 219533130 - Slot 0- M... X Frame 219533130 - 5lot 20 - U... Frame 219533130 - Slot 14 - 5... Frame 219533130 - Slot 16 - S...
4
S

Setup Network Data Safe SNMP Frame Glow Security

~ (@5 Frame 219533130
l. Slat 0t MFC-0G3-M
@ Slot 1: AG2600
@ Slot 4 D2Flexk-0G
@ Slot 5: AG2600 Hardware Power
@ Slot & IP-25) Gateway
@ Slot 10: D2FlexSk-085 Product Network
@ Slot 11: A31-310
@ Slot 14: Shir #1 Msg Sre
@ Slot 16 S/ #2 Wid Src
@ Slot 19: Su #3 Out Select (AS] vs IF)
@ Slot 20; Used as DA
4§ DashBoard Senvices

B Layouts ... x [ File Navi... ]
a0 E>x 4

Rehoot

Figure 7-12. Frame Setup Tab

Under the Setup tab, ensure that the following boxes are checked. With this configuration a fault or alarm from
any card will trigger the light bar:

Notify on Card Fault

Notify on PSU1 Fault

Notify on PSU2 Fault

Under the Frame Glow tab, ensure that the Frame Status box is checked. The Frame Glow options may be
selected as desired.

-ﬂ Basic Tree View x 2 Tally Service - Tally Q NK Switchboard Q Global Labels Frame 219533130 - Slot 0 - MFC-OG3-N x

B &

Setup Network Data Safe SHMP Frame Glow Security

~ (@ Frame 219533130
@ $lot 0 MFC-0G3-N n: ONLINE
@ Slot 1: AG2E00
@ Slot: DiFlexSk-06 LED Mude
@ Slot5: AG2E00 Product Hetwork Hardware Power
@ Slot & IP-A5 Gateway
@ 5lot 10: D2Flex5k-0G
@ Slot11: 431-310
@ Slot 14 SW#1 Mg Src
@ Slot 16: 5w #2 vid Src
@ Slot 18 SW 3 Out Select (451 vs IP)
@ Slot 20: Used a5 DA Thame

48 DashBoard Services

Locate Frame

LED Caolar

() Layouts ... Fiw File Navi... X

Flash On Errar

Figure 7-13. Frame Glow Tab



If an alarm is reported, for example by Groomer A, the status button next to Slot 0 (the Frame) will turn yellow or
red. The status button next to Slot 4 (Groomer A) will also turn yellow or red. This does not indicate a Frame fault.
It is merely Groomer A reporting its fault to the Frame.

S

Frame 219533130 - 5... Frame 219533130 - S...

¥ Basic Tree View X = O Fram-~ 29533130 -5... X Fraz219533130 - S...

W = :
“ o + i a] * Setup Network Data Safe SHMP Frame Glow Security

& Frame 219533130
(D Slot 0 MFC-0G3-M

@ Slot 1: AGZE00

(D Slot 4 D2FlexSk-0G

@ Slot 5 AGZEO0 s Poer

Network

@ Slot11: A3-210
@ Slot 14 W1 Msg Src

@ Slot 16 S/ #2 Vid Src

@ Slot 18 SW#E Out Select (A3 ws [P
@ Slot 200 Used as D&

4% DashBoard Services

Produ

Frame Pr

Figure 7-14. Groomer A Reporting a Warning Alarm to the Frame



8 AG2600 Satellite Receiver

8.1 Setting the Date and Time

The Date and Time settings are found on the Admin page of the Sencore Satellite Receiver's GUI. It is important
that the receiver’s date and time settings are accurate. The diagnostics and log files show the date and time, and
these must be accurate if needed for troubleshooting.

To check the setting for the date and time, log in to the receiver's GUI, and click on the Admin tab:

Logged inas:  admin Temperature: 4.8 C (1126 F) ©  system Status & Logout

> Change Password Profiles {3 SNMPMIBs & Diagnostics [ Update Unit | Reboot 43, Resetto Defaults @ Enable UID

E7 General Settings A

L Configure General Settings

unit Alias:
Frotect BISS-E Injected ID: Ye
PID Display Mode: Decimal

b Configure Nameservers Primary Nameserver:  192.168.10.1  Secondary Nameserver:  0.0.0.0
Mode IP Address Subnet Mask | Gateway Hostname MAG
Static 192.168.1.203 255.255.255.0 192.168.1.1 (none) 00:06:4D:03:C3:E5

“

Figure 8-1. Satellite Receiver Card Admin Tab

On the Admin page, scroll down to Date/Time:

‘ ¥ Date/ Time

Update Mode:
Current Date:

Current Time:

NTP Server:

Figure 8-2. Date/Time Settings

The receiver’s date and time are either entered manually, or synced to an NTP source. To change, click on the
Settings icon for Configure Date/Time:

o

L Configure Date / Time

Update Mode: M2
Current Date:

Current Time:

NTP Server:

Figure 8-3. Configure Date/Time Settings

65



A box will open. Using the drop down menu you can choose to enter the date and time manually, or use NTP:

% configure Date / Time

Update Mode:  Manual v
Date: 2023-07-26 s
Time: 09:12:22

Note: Changing time may prompt you to log-in.

Figure 8-4. Enter Date and Time Manually

%® configure Date / Time

Update Mode: | NTP - |

NTP Server: 0000

Note: Changing time may prompt you to log-in.

Figure 8-5. Configure NTP

For manual settings, enter the current date and time and click on Apply. For NTP enter the address of the NTP
server and click on Apply.

8.2 Uploading the Configuration File

The Satellite Receiver cards come preconfigured for the correct Input Selection and the PBS Galaxy-16 Ku
Band/Vertical satellite parameters. These steps can be used if you ever need to reload the settings. You must first
obtain the profile from D2D Customer Support and download it to your PC.
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Log into the Satellite Receiver card. Click on the Admin tab:

G 'sencore AG2600
logged inas:  admin - Temperature:  39.5 C (103.1 F) ©  System Status & Logout
Mair Admin Jeporting

Main Conu i -anel

\ Show Unused Inputs 58 Switch to Backup Input ] View PS| Tables
¢ Input Selection Active: DVB-S2 Port A Primary: DVB-S2 Port A Backup: None
@ ¢ DVB-S2PortA 2 Level: -66 dBm G/N: 20.1dB Link Margin: 122 dB 66.842 Mbps

Data Outputs

|, Show Unused Outputs

& Asl 66842 Mbps

Figure 8-6. Satellite Receiver Card Admin Tab

On the Admin page click on the Profiles:

6 SeNCOre AG2600

Logged inas:  admin Temperature:  39.4 C (102.9 F) ©  System Status & Logout
Admin Reporting

Admin Control Panel

) Ghange Fasswora

E7 General Settings

SNMP MIBs  {>| Diagnostics [ UpdateUnit @i Reboot 4% ResettoDefaults (@ Enable UID

/& Configure General Settings
Unit Alias:

Protect BISS-E Injected ID:
PID Display Mode

# Unit Network Configuration

Figure 8-7. Satellite Receiver Card Admin Page

That will bring up the Profile Manager box. Click on Upload:

R Profile Mar=5:r

&) Add Last Profile Applied:

Profile Name Download Rename | Delete

Figure 8-8. Satellite Receiver Card Profile Manager

The File manager box will appear. Navigate to the file named “PBS_AG2660_Profile.pfl” which you previously
downloaded to your PC hard drive or other storage device. Highlight the file and click Open.
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G sencore AG2600

System Status 8 Logout

logged inas:  admin
@ open X

4 > ThisPC > Data(E) > Sencore > Profiles ~ U | Search Profiles »

Organize ¥ New folder = m @

~ %, Reset to Defaults
1 sMiDB Name Date modified Type size

) Enable UID

= This PC | [] PBS_AG2600_Profilepfl 4/3/2023 1056 AM  PFLFile 18 K8|

B 3D Objects

I Desktop
:2‘;1 Documents
PID Dis| ¥ Downloads
D Music
; Co & videos

. Windows (C)

. Data (E)
B Network v < I >
- - ~
File name: |PBS_AG2600_Profile.pfi All Files N Y

E7 License Information

Figure 8-9. File Manager

B Profile Manager

) Add | Upload Last Profile Applied

Profile Name Download Rename | Delete

REEEREEERNEN  Success

I Uploaded PrOfle b I

Figure 8-10. Profile Uploaded Successfully

Click OK. Once the file is uploaded, highlight it and click Apply:
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R Profile Manager

@ Ad | Upload Last Profile Applied:
Profile Name Download | Rename | Delete
PBS_AG2600_Profile IS & x

Figure 8-11. Click Apply to Complete Upload Process

8.3 Entering the PBS Satellite Parameters

If preferred, the user can enter the satellite parameters manually by clicking on the Main tab.

logged inas:  admin Temperature:  39.8 C (103.6 F) ) System Status & Logout

Main Admin Reporting About

Main Control Panel

{ Show Unused Inputs 58 Switch to Backup Input ] View PS Tables

\w‘ Input Selection Active: DVB-S2 PortA Primary: DVB-52 Port A Backup: None
. DVB-S2PortA 12140.0 MHz Level: -66 dBm CIN: 20.1dB Link Margin: 12.2 dB 66.842 Mbps

Data Outputs

{ Show Unused Outputs

& As 66.842 Mbps

Figure 8-12. Satellite Receiver Main Control Panel

Next click on the settings icon next to DVB-S2 Port A. A configuration window will open where the satellite
parameters may be entered manually. Enter the parameters and click Apply.
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Configure DVB-52 Port A

Configure DVB-52 Port A

Port Enabled Port: Enabled
Mode: Auto Mode Auto
Satellite Frequency (MHz): 12140 Satellite Frequency (MHz)y 1390
Wide Search: Disabled Wide Search: Disabled
LO Offset (MHz): 10750.0 LO Offset (MHz): 0.0
Symbol Rate Mode: Manual Symbol Rate Mode Manual
Symbol Rate (MSps): 30 Symbol Rate (MSps) 30
PL Scrambling Code: 0 PL Scrambling Code: 0
LNB Power Off LNB Power: Off
[_homy | ooy |

Figure 8-13. Entering Satellite RF Parameters Manually Figure 8-14. Entering Satellite L-Band Parameters

Note: Either the satellite’s downlink RF frequency, or the LNB’s output L-Band frequency may be entered.
To enter the RF frequency, select your LNB’s LO frequency in the LO Offset (MHZ) drop down menu. To
enter the LNB’s output L-Band frequency, select zero for the LO Offset (MHz).

The parameters for the PBS satellite are shown below:

PBS Satellite Parameters
Note: These are accurate as of April 2023. Subject to change.

Satellite — Galaxy 16

Polarization — Vertical Receive

Orbital Location - 99° W

Ku-Band

Transponder - 22

Bandwidth - 36 MHz

Downlink Frequency - 12140 MHz

L-Band - 1390 MHz

DVB-S2, 8-PSK, 3/4, 188 Byte data packets
Symbol Rate - 30 MHz

8.4 DVB-S2 Input Specifications

Frequency Range: 950 MHz — 2150 MHz in 100 kHz steps
Impedance: 75Q
RF Input Level -65 dBm to -25 dBm

8.5 SNMP

The Sencore AG2600 Satellite Receiver uses SNMP to communicate its status to its associated Groomer. For
this purpose the Read-Only Community is used. This is covered in Section 1: Getting Started.
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If desired, SNMP may also be used by the station to monitor the Sencore Receiver. If the station wishes to
monitor the receiver the Read-Write Community would be used. For more information please contact D2D
Technical Support.

To rename a SNMP Community click on settings icon under SNMP Communities on the receiver's Admin page:

2C SNMP Communities A

J# Configure SNMP Communities

Read-Only Community:
Read-Write Community:

Figure 8-15. SNMP Communities on Admin page

A window will open where the new community name(s) may be entered, and applied:

2 SNMP Community Strings

Read-Only Community:  public

Read-Write Community:  private

Figure 8-16. Changing the SNMP Community Names

8.6 PID Filter

The “raw” output of the AG2600 Satellite Receiver is approximately 66 Mbps. For those cases where the satellite
receiver(s) and groomer(s) are installed at separate locations, it may be necessary to reduce the data rate from
the AG2600 Satellite Receivers. For example, the satellite dish and receivers are located at the main studio and
the WARN system is located at the transmitter some distance away. If the STL or fiber link cannot accommodate
the full 66 Mbps receiver output, PID filtering may be used to reduce the data rate out of the satellite receiver(s).

The AG2600 Satellite Receiver is capable of filtering PIDs with the addition of the AG 26928 PID Filtering
License. Contact D2D or Sencore Technical Support for information on purchasing and installation.

Below is an example of the PID filter configuration used to reduce the AG2600 output data rate from 66 Mbps to 3
Mbps. A PCR must be present in order for the Groomer’s Satellite Receiver Input to stay in sync. In this example
PCR PID 241 from service 15 was included because that Service had the lowest bandwidth.

Also shown below is a screen shot of the Groomer’s GUI showing the Input From the Satellite Receiver data rate.

Finally, a screen shot of the Transport Stream Analyzer is below, which shows the PID filtered output of the
AG2600 Satellite Receiver in this example.
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Select PID ...
PID Fitter 1
PID Fitter 2
PID Fiter 3
PID Fitter 4

PID Fitter S

PID Filter Configuration

Stream Mode:
TS Bitrate (Mbps):

Table Processing Mode:

Available Services

CBR - ”?’ Refresh
3 Service/PID
Sl (DVB) - » ! service 3 - HDO1

»

Selected Services/PIDs

»

© Add service ) Add PID Estimated Bitrate: 2784 Mbps >

Selection
PID 0
PID 17
PID 48
PID 64
PID 80
PID 96
PID 192
PID 224
PID 240
PD 241
PID 500
PID 2321

Remove >

A >

>

000O0COOOCODOOO

.' Service 4 - HD02

.! Service 5- HDO3

:! Service 6 - HD0G

1! Service 12 - SD02 Create
.! Service 15 - FNX SD08

.! Service 14 - SD04 World

Bitrate (Mbps)
13.388
13.388
13.623
8.624
3.503
2.832
3.593

Apply

Figure 8-17. AG2600 PID Filter Configuration

Groomer-A Role: None Status: Alert Message Inserting

Broadcast Input @

Broadcast Output @

19.397 Mbps

19.397 Mbps

Input from Satellite Receiver @

22 0219

3.000 Mbps

Satellite Receiver Alert Message

Heartbeat @

10s

Figure 8-18. Groomer A GUI Showing Data Rate from AG2600
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@
Home Decoding TR 101 290 Recording View Teletext

&4 PID info (39)

- 0 PAT (96 kbps / 0.5%)

B ?! 17 Unknown (14.1 kbps / 0.07%)
-] 48 PMT (98 kbps / 0.5%)

FH-§58 49 AVC/H.264 Video (0 bps / 0.00%)
F-§%8 52 AC-3 Audio (0 bps / 0.00%)

m-§58 53 AC-3 Audio (0 bps / 0.00%)

H-§58 54 AC-3 Audio (0 bps / 0.00%)

f-(7) 64 PMT (96 kbps / 0.5%)

F-$58 65 AVC/H.264 Video (0 bps / 0.00%)
m-§58 68 AC-3 Audio (0 bps / 0.00%)

F-§%% 69 AC-3 Audio (0 bps / 0.00%)

F-§58 70 AC-3 Audio (0 bps / 0.00%)

@) 80 PMT (196 kbps / 1.0%)

F-§58 81 AVC/H.264 Video (0 bps / 0.00%)
F-$58 84 AC-3 Audio (0 bps / 0.00%)

m-§28 85 AC-3 Audio (0 bps / 0.00%)

F-§58 86 AC-3 Audio (0 bps / 0.00%)

m-§58 87 AC-3 Audio (0 bps / 0.00%)

-] 96 PMT (96 kbps / 0.5%)

F-§58 97 AVC/H.264 Video (0 bps / 0.00%)
E-g58 100 AC-3 Audio (0 bps / 0.00%)
F-§2 101 AC-3 Audio (0 bps / 0.00%)
F-§5 102 AC-3 Audio (0 bps / 0.00%)
-3 192 PMT (96 kbps / 0.5%)

m-§58 193 AVC/H.264 Video (0 bps /0.00%)
H-§5 196 AC-3 Audio (0 bps / 0.00%)
E-§58 197 AC-3 Audio (0 bps / 0.00%)
H-¢2 198 AC-3 Audio (0 bps / 0.00%)
- 224 PMT (96 kbps / 0.5%)

HH-§58 225 AVC/H.264 Video (0 bps /0.00%)
F-§28 228 AC-3 Audio (0 bps / 0.00%)
F-§58 229 AC-3 Audio (0 bps / 0.00%)
F-§58 230 AC-3 Audio (0 bps / 0.00%)
m-) 240 PMT (96 kbps / 0.5%)

---'.' 241 AVC/H.264 Video (16.9 Mbps / 87.4%)
FH-§58 244 MPEG-1 Audio (0 bps / 0.00%)
m-?! 500 Unknown (84 kbps / 0.4%)

m-?1 2321 Unknown (0 bps / 0.00%)
m-@ 8191 Null packets (1.47 Mbps / 7.6%)

14/ 4 »| M} PID /TS  Grid

Ml

Figure 8-19. PID Filtered Output from AG2600



9 Resetting the Satellite Receiver to Factory
Defaults

If a satellite receiver appears to not be functioning resetting it to its factory defaults may fix the issue. All settings
will be returned to the factory defaults except the network management port’'s TCP/IP settings. All event logs will
be cleared. To reset all settings to default click the Reset to Defaults button. The AG 2600 will prompt the user to
confirm the reset. The unit will reboot once the reset is confirmed.

1. Log into the receiver and click on the Admin tab.
2. Click Reset to Defaults on the right side of the page.

Main Reporting About
Admin Confrol Panel
= Change Password Profiles E] SNMP MIBs <> | Diagnostics ‘_d Update Unit | H| Reboo "?g Reset to Defaults Y@ Enable UID
~

Ef| General Settings 3
.7 Configure General Settings

Unit Alias:
Protect BISS-E Injected ID:
PID Display Mode:

»

4| Unit Network Configuration

L0F Configure Nameservers Primary Nameserver: Secondary Nameserver:
Mode IP Address Subnet Mask Gateway Hostname MAC
¢ Static 192,168.1.201 255,255.255.0 192,168.1.1 (none) 00:06:40:01:CC:7B

= License Information

*

[ Apply License Key

Option Supported State Instances
AG 26916 - DVB-52 Advanced Feature Yes Unlicensed 0

Figure 9-1. Satellite Receiver Admin Page

3. Confirm that you want to reset everything to defaults:

Reset to Defaults *

'? Are you sure you want to reset to defaults?
““\/ This will:

- Restore all settings to defaults,

- Clear the event log.

- Reboot the unit.

Mo
Figure 9-2. Resetting the Satellite Receiver to Factory Defaults

Once the satellite receiver has been reset to its Factory Defaults, the Input Selection and DVB-S2 Port A must
be configured (see Manually Setting the Satellite Receiver Input and Entering the PBS Satellite Receiver
Parameters in the preceding section).
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10 Interconnect Ports

The following table provides a list of the external interconnect ports available to configure the D2WARN system

for ASI or IP applications

Component | Port Description Physical

OG Frame ETHERNET The openGear Ethernet port is used as the single control RJ45
port for the D2WARN system (cable supplied by user)

AG-2600 Rec A RF A The RF input for the satellite receiver (cable supplied by BNC-F
user)

AG-2600 Rec A RF B Unsupported BNC-F

AG-2600 Rec A ASl In Unsupported BNC-F

AG-2600 Rec A ASI-OUT The ASI output from the satellite receiver A connected to the | BNC-F
Groomer (cable supplied by D2D)

AG-2600 Rec B RF A The RF input for the satellite receiver (cable supplied by BNC-F
user)

AG-2600 Rec B RF B Unsupported BNC-F

AG-2600 Rec B ASI In Unsupported BNC-F

AG-2600 Rec B ASI-OUT The ASI output from the satellite receiver B connected to the | BNC-F
Groomer B Groomer (cable supplied by D2D)

Groomer A ASI-IN1 The ASI Input of the broadcast stream BNC-F

Groomer A ASI-IN2 The ASI Input of the WARN data from Satellite Receiver A BNC-F

Groomer A ASI-OUT1 The ASI Output of the broadcast stream cascade to BNC-F
Groomer B ASI-IN1 on ASI systems, internal failover
systems (cable supplied by D2D).

Groomer A ASI-OUT2 Reserved BNC-F

Groomer A GIGE-Eth 1 Optional dedicated control port for the Groomer, and TSolP RJ45

Groomer A GIGE-Eth2 Reserved RJ45

Groomer B ASI-IN1 The ASI Input of the broadcast stream from Groomer A BNC-F

Groomer B ASI-IN2 The ASI Input of the WARN data from Satellite Receiver B BNC-F

Groomer B ASI-OUT1 The ASI Output of the broadcast stream BNC-F

Groomer B ASI-OUT2 Reserved BNC-F

Groomer B GIGE-Eth 1 Optional dedicated control port for the Groomer, and TSolP RJ45

Groomer B GIGE-Eth2 Reserved RJ45

ASI-310 Card ASI-IN The ASI input that is converted to SMPTE-310 on the 310- BNC-F
OUT port

ASI-310 Card 310-0UT The SMPTE-310 converted output from the ASI-IN port BNC-F

ASI-310 Card 310-IN The SMPTE-310 input that is converted to ASI on the ASI- BNC-F
OUT port

ASI-310 Card ASI-OUT The ASI converted output from the 310-IN port BNC-F
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11 Replacing a Battery in the Groomer Card

The Groomer cards have a CR 2032 battery that keeps the real time clock active if the
NTP is not selected and the unit shuts down or reboots. If your groomer card does not
remember the time after a power cycle, the battery needs to be replaced.

1. Determine which cards need the battery and take note of which slot it is in the
frame

2. Open the door and remove the groomer card by firmly pressing on the top of
the white retaining tab

3. The card will pop out enough to grab hold of it

4. Remove the card and set it on a static resistant surface

5. CAREFULLY use a small flathead screwdriver to pry the battery up while
holding the black retaining clip back

6. Remove the battery. Be very careful not to lift up or break the tab under the
battery.

7. Slide the new battery in its place

8. Make certain that it is seated correctly

9. Reinsert the card in the same slot

o = = 99 99 90 90 <
¥ e ———— b
{ (i% il M| | BOURNS
4 PT61020L -
| e 1843

m,

Figure 11-2. Groomer Card Battery Removal



12 Features Page

The Features Page is only used to add future capabilities to the WARN system. From here a license may be
loaded into each groomer. If a new license is available it may be obtained from D2D and downloaded onto the
user’'s PC. The license may then be uploaded to the groomer by browsing to the file, and clicking on the Upload

button.

%€ Groomer-A

X ®& Groomer-B

& C @ 192.168.2.205/d2warnstatus/

& AG2600 X

NAVIGATION
ol D2WARN Status

&  D2WARN Configuration

&% System Settings

@ Fimware

B Logs

+ Feaiures fm—

@ Support

D2WARN Status

Internal Temperature: 68.53 C @

Groomer-A Role: Primary Status: Alert Message Inserting

Broadcast Input @

MRy e

19.396 Mops

Input from Satellite Receiver @

Broadcast Output @

L 27—

19.396 Mbps

satellite Receiver Alert Message Heartbeat @

Max Internal Temperature: 69.64 C @

Broadcast Input @

dmser o 0s0s

19.412 Mbps
Input from Satellite Receiver @

Groomer-B Role: Backup Status: Alert Message Monitoring

Uptime: 0 Days 00:22:30

Broadcast Output @

19.410 Mops

Satellite Receiver Alert Message Heartbeat @

O O
o Diagnostics 66.832 Mops 12s 66.885 Mbps. s
Revert Back to Primary Groomer

Last Alert Message: NONE

Last Alert Message: NONE
Satellite RX Communications: @ Fans: @

Satellite RX Communications: ® Fans: o
Groomer Pair Communications: @ Power Supply 1: @ @ @

Groomer Pair Communications: ®  Power supply 1: °
openGear Communications: @ Power Supply 2: @ @ ooy 1: @

openGear Communications: ®  Fower Supply 2: °
Alert Message Buffer Overflow: @ Alert Message Format: @ P ° ooy 2: @

Alert Message Buffer Overflow: ®  Alert Message Format: °
Video PID Available for Inserting: @ Alert Message in Primary Broadcast: @ o e < ©

Video PID Available for Inserting @  Alert Message in Primary Broadcast ®
EIT/ETT Pid Inserting: © Video Pid Inserting: © <@ < v @

EIT/ETT Pid Inserting: ®  video Pid Inserting: ®
Bypass Lockdown: @ EIT/ETT Pid Missing in Broadcast: @ v 8 v

Bypass Lockdown: @ @  EIT/ETT Pid Missing in Broadcast: @ °

8 Groomer-A X % Groomer-B X | & AG2600 X | & AG2600 x| + - X
<« C @ 192.168.2205/features/ e :

A openGear Frame

NAVIGATION Features

ol D2WARN Status

+ D2WARN
£ D2WARN Configuration

Upload License Browse

&% System Settings

© Fimware
B Logs

+ Features

© support

© Diagnostics

Figure 12-2. Uploading a License on the Features Page
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13 Defect Management and Bugs

13.1 Reporting Bugs, Defects, Issues and Problems

Defects, Bugs and problems should be reported via the D2CARE JIRA portal at:
https://d2dtech.atlassian.net/servicedesk/customer/portal/l

All users and testing personnel will be added to this portal, also known as JIRA. The web portal will gather data
and assign the appropriate D2D Engineer for resolution.

13.2 D2D Technologies Contact

9140 Golfside Drive 1S

Jacksonville, FL 32256 USA

Main: 904-607-4177 + Fax.904-363-0967
D2DTechnologies.com
Sales@D2DTechnologies.com
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14

Troubleshooting

14.1 System is Unresponsive and the Light Bar is Flashing Red

In the unlikely event that an instability is detected in one or both groomers, the system will automatically go into
bypass to ensure the station’s on air programming is not interrupted. In this case an alarm on the groomer’s GUI
will turn red, and the status will indicate that the groomer has locked itself into bypass mode. The user will have to
restart the affected groomer(s) or power cycle the system.

If the system is configured for internal failover, and Groomer A went into bypass mode, the system will fail over to
Groomer B. This will require the user to Revert Back to the Primary Groomer following restart. See the Section:
Monitoring for more information.

14.2 Wrong IP Address Entered, or You Can No Longer Communicate with

the Groomer Cards

If you entered a wrong address or the openGear frame is no longer communicating with a groomer card, you may
be able to connect to the groomer directly.

1.

When shipped from the factory the IP Address of This Groomer’s “Eth 1” port (rear panel) on the
System Settings page for Groomer A is 192.168.1.205. For Groomer B it is 192.168.1.206. If these
addresses have not been changed you can connect to the groomer directly with your PC.

Note: If you change this address from its default setting, be sure to write it down in case you need
it later!

Plug an Ethernet cable into the Eth 1 port of the groomer card. It is the top port.

Connect to your PC and set the subnet mask to 255.255.255.0. Set the PC to an address in the same
subnet (e.g., 192.168.1.150).

Open a browser and enter the IP Address of This Groomer’s “Eth 1” port (rear panel) on the System
Settings page. From the factory, Groomer A is 192.168.1.205. Groomer B is 192.168.1.206.

From there you can set the other IP addresses manually.

Eth 1 Port

Figure 14-1. Eth 1 Port Located on the Back of the Groomer Cards
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9 Groomer-A X %8 Groomer-B X AG2600 X AG2800 X ‘ + - X

<« C @ 192.168.2.205/system/ e ;

DaM ANAGE " Groomer-A openGear Frame ID: 219533130 Slot: 4 admin v

NAVIGATION
openGear Internal IP Address (use chassis Ethernet port) @

I D2WARN Status Mode IP Address Subnet MAC
Static Address 192.168.2.205 255.255.255.0 BC:D5:B6:01:9C:87
& D2WARN Configuration
Important; Configure and save the openGear Frame IP address (top) before saving the openGear Internal IP address

&% System Settings
System Gateway (Single gateway is used for all interfaces) @

® Fimware Gateway

192.168.2.1

B Logs
+ Features
Save openGear Intemal IP and System Rate
@ support
@ Disgnostics IP Address of This Groomer’s ‘Eth1” port (rear panel) @

Mode. IP Address Subnet

Static Address 192.168.1/205 255.255.255.0 BCYD5:86:00:9C:87
Use this IP address to connect directly to this groomer via its top port on the rear panel for troubleshooting. Also used for TSolP infout

System Gateway (Single gateway address is used for all interfaces) @

Gateway

Figure 14-2. IP Address of This Groomer’s “Eth 1” port (rear panel)

14.3 IP Address of the Groomer is Unknown

If you cannot connect to the Groomer directly, it may be necessary to discover the Groomer’s IP address. In some
cases DashBoard can be used to display and set the Groomer’s IP address. Contact D2D Customer Support for
assistance.

14.4 PSU Error

If you are getting Power Supply (PSU) errors:

1. Check your software on the openGear Frame and make certain that it is version 3.02a or higher. See the
Section: Upgrading the openGear Frame and Configuring the Light Bar.
2. Contact D2 Care at 904-607-4177

14.5 Loud Alarm Emanating From the Front Panel

1. Make certain both power supplies are plugged in and turned on. Look for a green light on each one at
each end.
2. Double check that the door is closed properly, and it has snapped into place.

14.6 Enabling and Disabling the Audio Alarm

You may disable the audio alarm if desired. An Alarm Mute button is identified as @ in the picture of
the Network Controller card, shown below. The Network Controller card is located all the way on the right
when viewing the WARN system from the front. The Alarm Mute button mutes the audio alarm for two
minutes. If a fault condition is still present when the mute time-out ends, the card re-activates the audio alarm.
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Figure 14-3. openGear Frame Network Controller Card

To permanently disable the audio alarm, the jumpers identified as @ may be setto 2 + 3:

ol 1 0 1
0| 2 Ol 2
o 3 Ol 3
Pin Position Pin Position
1+2 2+3

Figure 14-4. Setting the Jumper PINs on the Frame’s Network Controller Card

14.7 The Frame’s IP Address is wrong, or the Groomer Cannot
Communicate with the openGear Frame

If there is an openGear Communications alarm on one or both of the groomers, it is most likely due to a wrong
IP address for the Frame. The frame’s IP address may have been incorrectly entered on the groomer’s System
Setting page, or the frame’s IP address was change somehow. The frame’s IP address may be on a different
subnet than the groomer. In all cases the frame’s correct IP address is shown on the frame’s front panel LCD
display.

DashBoard may be used to set the frame’s TCP/IP settings. More information on downloading, configuring and
using DashBoard are in the Section: Updating the openGear Frame Firmware and Configuring the Frame
Light Bar.

Note: This issue can only be corrected locally. The PC running DashBoard must be on the same subnet
as the openGear frame. If the PC is not on the same subnet, it must first be configured to be on the same
subnet as the frame to be added. The PC must be connected directly to the main Ethernet port on the
back of the openGear frame.

To change the Frame’s IP address back to its correct subnet and address perform the following procedure:
1. Connect a local PC to the main Ethernet jack on the rear of the WARN system.

2. Change the PC’s Network Connections so that the IP settings are on the same subnet as the frame’s IP
address as shown on its front panel LCD display. This will allow you to connect to the frame using
DashBoard.
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Note: If the PC is on a different subnet than the groomers and receivers, you will temporarily lose
communications with the Groomers and Receivers.

3. The DIP switches SW1 and SW?2 identified as @ on the Network Controller card must both be set to the
OFF (User Settings) position:

Figure 14-5. openGear Frame Network Controller Card

=]
‘Il
& I
o I
-]
sSw1 SW2 Controlled via | Descriptions
Position | Position | DashBoard
OFF OFF YES The card network settings can be

st by the user from the DashBoard
Metwork tab. (default). DHCP Mode
is assumed until the user changes
the settings in DashBoard.

Figure 14-6. Setting the DIP Switches on the Network Controller Card

4. Close DashBoard, and reopen it. DashBoard will detect the frame.

5. Double click on the Network Controller card in slot O:

82



0 DashBoard by Ross Video - X

file Edit Layouts Views Window Help

© B v [ PanelBuilder Edit Mode W Switchboard % Global Labels Mem:mmmmm & Current User: (none)
% Walkabout Frame 1 - Slot 8 - IP-ASI Gateway Frame 1 - Slot 18 - SW #3 Out Select (AS! vs IP) Frame 1 - Slot 20 - Used as DA 55 Frame 1 - Slot 16 - SW#2 Vid Src Frame 2 - Slot 0 - MFC-OG3-N

Slot0: M 1 Setup Network DataSafe SNMP  Frame Glow  Security
»

v

ONLINE
@ Siot 0: MFC-0G3-N

@ siot 1: ASI-310 Notify on Card Fault (w)
URPWIITIWOIN, Product  Network  Hardware  Power

@ Slot 5: AG2600
@ Slot 8 IP-ASI Gatev|
@ Slot 10: D2Flex5k-C|
@ Slot 11: AG2600

@ Slot 14:SW #1 Msg|
@ Slot 16: DA 9002

@ Slot 18:SW #3 Out
@ Slot 20: Used as DA

Fault W)

Frame Name

@ Slot 3: AG2600 Frame Pre
lot & D2Flex5k-0(

@ Siot 9: AG2600

4 DashBoard Services

pplier

Figure 14-7. Selecting the Network Controller Card on DashBoard

Click on Network in the top tool bar:

E DashBoard by Ross Video

File Edit Layouts Views Window Help

= @ B8 ~ [ PanelBuilder Edit Mode ~ % Switchboard % Global Labels
¥ Basic Tree V... X % Walkabout Frame 1 - Slot 8 - IP-AS| Gateway Frame 1 - Slot 18 - SW #3 Qut Select (AS| vs IP) Frame 1 - Slot 20 - Used as DA

s &
B 424C+ @ 0 MFC 1 Setup  Network Data Safe SNMP  Frame Glow  Security
13

~ @8 Frame 1
@ Slot 0: MFC-0G3-N
@ Slot 1: ASI-310
@ Slot 4: D2FlexSk-0¢ Product Network Hardware Power
@ Slot 5: AG2600
@ Slot 8 IP-AS| Gatew|
@ Slot 10: D2Flex5k-C
@ Slot 11: AG2600
@ Slot 14: SW #1 Msg
@ Slot 16: DA 9002
@ Siot 18: SW #3 Qut
@ Slot 20: Used as DA
~ @ Frame 2

Figure 14-8. Configuring the Network Settings using DashBoard

Enter the frame’s desired IP address, Subnet Mask, and Default Gateway, and click on Apply:

Q DashBoard by Ross Video

File Edit Layouts Views Window Help

G B8 ~ | [ PanelBuilder Edit Mode = @ Switchboard % Global Labels
X Walkabout Frame 1 - Slot 8 - IP-ASI Gateway Frame 1 - Slot 18 - SW #3 Out Select (ASI vs IP) Frame 1 - Slot 20 - Used as DA ©5 Frame 1 - Slot 16 - SW #2 Vid Src

N ¢ Setup Network DataSafe SNMP  Frame Glow  Security
3

Frame sta d fau ame Name Fra

ONLINE
@ Siot 0: MFC-0G3-N :

@ slot 1: ASI-310
@ slot 4: D2Flex5k-0C Product Network Hardware Power
® Slot 5: AG2600
@ Slot 8: IP-AS| Gatew|
@ Slot 10: D2Flex5k-C|
@ Siot 11: AG2600

@ Slot 14: SW #1 Msg|
@ siot 16: DA 9002
@ slot 18: SW #3 Out
@ Siot 20: Used as DA

e Frame 2

@ sSlot 0: MFC-0G3-N
@ slot 3: AG2600

@ Slot 8: D2Flex5k-0C
@ Slot 9: AG2600

Figure 14-9. Entering the Network Settings using DashBoard
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You may now change the PC’s IP settings back to their original settings, and communicate with the groomer on
its original, correct IP Internal IP address.

14.8 Wrong IP address Entered, or the Satellite Receiver Card is Corrupted

If the Satellite Receiver’s IP Address, Subnet, and/or Gateway are unknown, DashBoard may be used to set the
receiver’s TCP/IP settings. More information on downloading, configuring and using DashBoard are in the
Section: Updating the openGear Frame Firmware and Configuring the Frame Light Bar.

To set the satellite receiver's TCP/IP settings using DashBoard, click on AG2600 for that receiver in the left
margin. Enter the desired IP Address, Subnet Mask, and Default Gateway, and then click on Apply Network
Settings.

Note: It may be necessary in some cases to repeat this procedure before the changes will take effect.

File Edit Layouts Views Window Help
@ B8 ~ [ PanelBuilder Edit Mode | @ Switchboard % Global Labels Mem; m—
£ Basic Tree View  x Frame 219533130 - Slot 0 - MFC-OG3-N Frame 219533130 - Slot 1 -AG2600  x
AG2600 1 Setting
® 0K 2
n: ® ONLINE

@8 Frame 219533130
@ Slot 0: MFC-0G3-N
—— @ Slot 1: AG2600
@ Slot4: D2Flex5k-0G
@ slot 5: AG2600
@ Slot 8: IP-AS| Gateway
@ slot 10: D2FlexSk-0G
@ siot 11: ASI-310
@ Slot 14: SW #1 Msg Src
@ slot 16: SW #2 Vid Src
@ Slot 18: SW #3 Out Select (
@ Slot 20: Used as DA Defaut Gat
4 DashBoard Services

Apply  Apply Network Settings

Enabled

Disable UID LED

Refresh Reboot

Figure 14-10. Using DashBoard to configure the Satellite Receiver's Network Management Port’s TCP/IP Settings

& Current User: (none}
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If the satellite receiver card becomes corrupted you can reboot to the recovery image. Remove the card from its
slot, and then reinsert the card while pressing and holding down the Boot to Recovery Image button shown
below. The user must hold the button down until the blue LED (UID) light stops flashing (about 10 seconds).

Boot to Recovery Image\
Unit Identification (UID) LED (blue)\ :

Input Presence LED (green)

Active Error LED (red) /

Card Reset

Figure 14-11. Boot to the Recovery Image

The user can also reset the card. Press the Card Reset button shown above.

14.9 Satellite Receiver not Working Properly

If a satellite receiver appears to not be functioning resetting it to its factory defaults may fix the issue. Refer to the
Section Resetting the Satellite Receiver to Factory Defaults. All settings will be returned to the factory defaults
except the network management port's TCP/IP settings. All event logs will be cleared.

Once the satellite receiver has been reset to its Factory Defaults, the Input Selection and DVB-S2 Port A must
be configured. Refer to the Sections Manually Setting the Satellite Receiver Inputs and Entering the PBS
Satellite Parameters.

Receivers running later versions of software may occasionally not function properly. Symptoms include inability to
sign in to the User Interface (GUI), or the User Interface not displaying correctly. Clearing the browser’s cache will
solve this issue. With Windows 10 and higher this may be accomplished by typing Ctrl + Shift + R, or Ctrl +

F5. Either will clear the cache. If that does not work, then the cache may be cleared by using the browser’s
settings.

14.10 Downloading the Sencore Satellite Receiver’s Diagnostics and Logs

Note: The receiver’s date and time must be accurate in order for the log’s time and date stamp to be
accurate. The receiver’s date and time can be viewed on its Admin page. Complete instructions for
setting the date and time can be found in the Section: AG2600 Satellite Receiver, under Setting the Date
and Time.



On the Sencore AG2600 Satellite Receiver’s GUI, click on the Admin tab, and then click on Diagnostics:

& sencore AG2600

Logged in as: admin Temperature: 39.4 C(102.9F) @ System Status /& Logout

Rporting || About /

> Change Password | | Profiles §x SNMP MIBs 4> | Diagnostics [ Update Unit i Reboot %2 Resetto Defaults (@ Enable UID
A5 20925 - PIUFSEIVICE FIE! LIGETISE Tes unicenseu v R
AG 26891 - DVB-CI Multi-Service Descrambling No Unlicensed 0
(2 Date / Time %

& Configure Date / Time

Update Mode:  Manua
Current Date:
Current Time:
NTP Server.

58 SNMP Communities x
& Configure SNMP Commurnities

Read-Only Community: ~ public
Read-Write Community: ~ private

i/ SNMP Trap Managers a

Figure 14-12. Downloading the AG2600 Receiver’s Diagnostics and Log File
The diagnostics file will download, and a window will confirm when completed. Click on OK:

Success X

The diagnostics file was created.

Figure 14-13. Diagnostics Download Completed

The diagnostic file will download to your PC, and you can send it to D2D for analysis.:

& sencore  AG2600

Logged inas: admin Temperature: 39.1C(1024F) @ Systemstatus 3 Logout
Main | Admin || Reporting || About

Admin Control Panel

. Change Password Profiles {2] SNMP MIBs <> | Diagnostics. [ Update Unit =il Reboot %% Reset to Defaults @ Enable UID
AG 26925+ PILISEIVICE FIET LICEISE Tes Unicensed u .
AG 26991 - DVB-CI Multi-Service Descrambling No Unlicensed 0
) Date / Time B

% Configure Date / Time

Update Mode: ~ Manua
Current Date:
Current Time:

NTP Server:

58 SNMP Communities z
3% Configure SNMP Communities
Read-Only Community:  public

Read-Write Community: ~ private

= SNMP Trap Managers 2
.2 Configure SNMP Managers

SNMP Managers

5 Syslog %

B diagnostics (8).txt

Show all X

Figure 14-14. Diagnostics File Downloaded to PC



The user can also download and view the receiver’s log using Notepad or similar application. On the Sencore
AG2600 Satellite Receiver’'s GUI, click on the Reporting tab, then click on Logs, and then click on Download:

G sencore AG2600

Logged inas:  admin Temperature:  43.2C (109.8F) @ System Status & Logot

Reporting Control Panel

Alarms Logs L& Configure

J?, Refresh i=4 Clear = Download

Severity | Timestamp Transition | Location Message
O 2023081412615 '+ Unit Transport Error Indicator CK
(] 2023-08-14 12:16:09 @ Unit Transport Error Indicator Errored
o 2023-08-14 12:16:07 + Unit Transport Error Indicator CK
(1) 2023-08-14 12:16:03 @ Unit Transport Error Indicator Errored
o 2023-08-14 12:16:01 + Unit Transport Error Indicator OK
(1) 2023-08-14 12:15:53 @ Unit Transport Error Indicator Errored
o 2023-08-14 12:15:51 .+ Unit Transport Error Indicator OK
(1) 2023-08-14 12:15:47 @ Unit Transport Error Indicator Errored
o 2023-08-14 12:15:45 .+ Unit Transport Error Indicator OK
(] 2023-08-14 12:14:43 Q Unit Transport Error Indicator Errored
(1] 2023-08-14 12:14:41 +] Unit Transport Error Indicator OK
o 2023-08-14 12:14:27 Q Unit Transport Error Indicator Errored

Figure 14-15. Downloading the Logs to your PC

Once downloaded, the logs may be viewed using Notepad, or similar application:

J log - Notepad
File Edit Format View Help

pate/Time Created: 08/14/20823-12:16:19

Unit Alias:

Unit serial No.: 7073250 R11

Unit IP Address: 192.168.1.201

Index  Timestamp Severity Transition Location Message

1 28/14/2023-12:16:17 Error Went Bad Unit Transport Error Indicator Errored
2 98/14/2023-12:16:15 Error  Went Good unit Transport Error Indicator OK

3 08/14/2023-12:16:09 Error  Went Bad unit Transport Error Indicator Errored
4 08/14/2023-12:16:07 Error  Went Good unit Transport Error Indicator OK

5 e8/14/2023-12:16:03 Error  Went Bad unit Transport Error Indicator Errored
6 08/14/2023-12:16:01 Error  Went Good Unit Transport Error Indicator OK

7 08/14/2023-12:15:53 Error  Went Bad unit Transport Error Indicator Errored
8 @8/14/2023-12:15:51 Error Went Good unit Transport Error Indicator OK

9 08/14/2023-12:15:47 Error  Went Bad unit Transport Error Indicator Errored
10 08/14/2023-12:15:45 Error  Went Good unit Transport Error Indicator OK

11 08/14/2023-12:14:43 Error  Went Bad unit Transport Error Indicator Errored
12 08/14/2023-12:14:41 Error  Went Good unit Transport Error Indicator OK

13 08/14/2023-12:14:27 Error  Went Bad unit Transport Error Indicator Errored
14 08/14/2023-12:14:25 Error  Went Good unit Transport Error Indicator OK

15 28/14/2023-12:13:31 Error Went Bad unit Transport Error Indicator Errored
16 08/14/2023-12:13:29 Error  Went Good unit Transport Error Indicator OK

17 08/14/2023-12:11:35 Error  Went Bad unit Transport Error Indicator Errored
18 08/14/2023-12:11:33 Error  Went Good unit Transport Error Indicator OK

19 08/14/2023-12:11:05 Error  Went Bad unit Transport Error Indicator Errored
20 08/14/2023-12:11:03 Error  Went Good unit Transport Error Indicator OK

21 8/14/2023-12:10:07 Error  Went Bad unit Transport Error Indicator Errored
27 AR/1A/I022-17:14: 08 Frror Went Gond 1nit Tranannrt Frrar Tndicatar 0K

Figure 14-16. Viewing the Logs Using Notepad

14.11 Swapping the Groomer Cards

As received from the factory Groomer A is installed in slot 2, and Groomer B is installed in slot 8 (although the
user may change these assignments if desired to customize the openGear frame). Whether these groomer slot
assignments are changed or kept as received, each groomer card should remain in its assigned slot. The cards
should not be swapped. If the cards are removed, the user should take care to reinstall the groomers in their
correct slots.
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Although it may be helpful to swap the groomer cards when troubleshooting an issue, care must be exercised. It
is not as simple as just reconfiguring their IP addresses and groomer pair communication assignments. Swapping
the groomer cards is not recommended without contacting D2D Customer Support.

14.12 Viewing and Downloading the Groomer’s Logs

Note: The system date and time must be accurate for the log’s time and date stamp to be accurate. Check
the Date and Time configuration on the Systems Settings page.

Each Groomer’s logs may be viewed on its Logs page. Ticking the box next to Filter Enable will open a window
where the logged events may be filtered for display. Logged events may be filtered by selecting Status Changes,
Alarm Events, etc., at the top of the Logs page. For example, ticking the box Filter Enable, and Alert Inserted,
and then clicking on Apply Filter and Refresh Log will display each time a WEA message was inserted into the
station’s broadcast stream:

= DZM ANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4
NAVIGATION Logs
il D2ZWARN Status
Filter Selectiofis Filter Enable @ Log File Selection @
€ D2WARN Configuration -
status Changes O Alarm Events (1 Alert Received O Alert Inserted Search String (case sensitive) ;
Current Log v
@6 System Settings

& Fimware

Apply Fiter and Refresh Log Previous Entries (] Next Entries (] [ —
+ Features

@ Ssupport

@ Diagnostics
Aug 15 09:00:32 (none) D2Flex|802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

Aug 15 09:0002 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

Aug 1508:59:32 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

Aug 15 08:50:02 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message ty Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 08:58:32 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 08:58:02 (none) D2Flex[802): WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 08:57:32 (none) D2Flex{802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 08:57.02 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

Aug 15 08:56:32 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message

Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

Aug 15 08:56:02 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

A ALV WA DA s i A il s i 1A (0 411N s Sm A= DO Linartant i et Alamen N arral fmr niA—7291 U1 1) tnemrtin Sotin—hinrmal

Figure 14-17. Displayed Log Filtered to Show Only Those Times an Alert Message was Inserted

The Previous Entries box may be checked, followed by clicking on Apply Filter and Refresh Log, to show the
previous one thousand entries. This is useful when there are many log entries, such as when heartbeats are
logged. Ticking the Next Entries box will bring the list back up by one thousand entries.
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Groomer-A openGear Frame ID: 219533130 Slot: 4

NAVIGATION Logs

ol D2WARN Status

Filter Selections Filter Enable @ Log File Selection @

<& D2WARN Configuration
Status Changes O Alarm Events (] Alert Received (J Alert Inserted Search String (case sensitive) Corent Log .

&% System Settings
© Fimware
B Logs
Apply Filter and Refresh Log Previous £ Download Unfiltered Log
+ Features

@ support

@ Diagnostics Aug 1501:21:53 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 01:21:23 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 01:20:53 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 01:20:23 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 1501:19:53 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 1501:19:23 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Aug 15 01:18:53 (none) D2Flex[802]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

/Aug 15 01:18:23 (none) D2Flex[802]: WARN msg Inserted successfully w

id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

15 (14755 () RAEIAVIERAT WIADA -

Figure 14-18. Previous One Thousand Entries Displayed

It may be necessary to download the log and send it to D2D for troubleshooting. This can be accomplished as
follows:

e Click the Logs button on the left side of the GUI. This will open the log page. Select which log you wish to
download from the drop down menu under Log File Selection. Either the current log, or a log up to 30
days old may be chosen:

D2MANAGE 219533130 Slot: 4

NAVIGATION Logs

ol D2WARN Status

Filter Selections Filter Enable (I Log File Selection @
€& D2WARN Configuration

&5 System Settings Current Log
July 27 2023
July 26 2023
@ Firmware July 25 2023

" Previous Entries (] Next Entries () July 24 2023
Apply Filter and Refresh Log BEM  Uuly 23 2023

July 22 2023
July 21 2023
+ Fealures July 20 2023
July 19 2023
July 18 2023
@ support July 17 2023
Jul 28 09:43:52 (none) D2Flex[801): WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal Ju:‘/ 162023
July 15 2023
Jul 28 09:43:52 (none) D2Flex[801): WARN msg Received successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=4 and pid=2321(0x311) JU:Y 142023
July 13 2023
July 12 2023
July 112023
July 10 2023
July 06 2023 -

© Diagnostics

Jul 28 09:43:22 (none) D2Flex[801]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Hearteat and prierity class=Normal for pid=2321(0x911) Inserting Status=Normal

Jul 28 09:43:22 (none) D2Flex[801]: WARN msg Received successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=4 and pid=2321(0x911)

Jul 28 09:42:52 (none) D2Flex[801]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
Jul 28 09:42:52 (none) D2Flex[801]: WARN msg Received successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=4 and pid=2321(0x911)
Jul 28 09:42:22 (none) D2Flex[801]: WARN msg Inserted successfuly with id 1041(0x411) message type=PBS Hearthieat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

Jul 28 09:42:22 (nane) D2FlexI801]: WARN msa Received successfully with id 1041(0x411) messaae tvoe=PBS Heartbeat and orioritv class=Normal for port=4 and pid=2321(0x911)

Figure 14-19. Select Which Log to Download

e Scroll to the bottom and click the Download button.
e Clicking on the Download button will download the unfiltered logs to your PC. From there you can send
the file to D2D.

Note: The downloaded log will be unfiltered. Clicking on afilter will have no effect.



8 Groomer-A x ¥ Groomer-B X AG2600 X AG2600 X + o o

<« C @ 192.168.2.205/logs/edit a

D2 MANAGE” Groomer-A openGear Frame ID: 219533130 Slot: 4

NAVIGATION Logs

ol D2WARN Status

Filter Selections Filter Enable @ Log File Selection @
@ N Configuration - -

Status Changes () Alarm Events 0 Alert Received Alert Inserted @ search String (case sensitive) B

Current Log -
& System Settings
® Firmware
B Logs
P T Previous Entries (] Next Entries (] Download Unfitered Log

+ Features
@ support
© Diagnostics

May 24 11:29:22 (none) D2Flex[8001: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

May 24 11:29:22 (none) D2Flex{800]: WARN msg Received succ

with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=2 and pid=2321(0x911)
May 24 11:28:52 (none) D2Flex[800): WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
May 24 11:28:52 (none) D2Flex[800): WARN msg Received successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=2 and pid=2321(0x911)
May 24 11:28:22 (none) D2Flex[800]): WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
May 24 11:28:22 (none) D2Flex[800}: WARN msg Received successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=2 and pid=2321(0x911)

May 24 11:27:52 (none) D2Flex[800]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

May 24 11:27:52 (none) D2Flex[800]: WARN msg Received succ

with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=2 and pid=2321(0x911)

May 24 11:27:22 (none) D2Flex|800]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal
May 24 11:27:22 (none) D2Flex[800}: WARN msg Received successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for port=2 and pid=2321(0x911)

May 24 11:26:52 (none) D2Flex|800]: WARN msg Inserted successfully with id 1041(0x411) message type=PBS Heartbeat and priority class=Normal for pid=2321(0x911) Inserting Status=Normal

May 24 11:26:52 (none) D2Flex|800}: WARN msg Received successfully with id 1041(0x4711) message type=PBS Heartbeat and priority class=Normal for port=2 and pid=2321(0x311)

user (2).log Show all

Figure 14-20. Downloading the Log to your PC

14.13 Groomer Log Alarm Messages and SNMP Trap Descriptions

Alarm Event: Broadcast Input not detected [SNMP Trap warnBroadcastInputSyncLoss
1010]

Alarm Event: Broadcast Input detected [SNMP Trap warnBroadcastInputSyncLossClear
1011]

Alarm Event: Satellite Receiver Input not detected. Check receiver signal, alarms
and logs [SNMP Trap warnSatelliteRcvrSyncLoss 1020]

Alarm Event: Satellite Receiver Input detected [SNMP Trap
warnSatelliteRcvrsyncLossClear 1021]

Alarm Event: Broadcast Input not detected [SNMP Trap warnBroadcastInputSyncLoss
1010]

Alarm Event: Broadcast Input detected [SNMP Trap warnBroadcastInputSyncLossClear
1011]

Alarm Event: Satellite Receiver Input not detected. Check receiver signal, alarms
and logs [SNMP Trap warnSatelliteRcvrSyncLoss 1020]

Alarm Event: Satellite Receiver Input detected [SNMP Trap
warnSatelliteRcvrSyncLossClear 1021]

Alarm Event: Alert message buffer overflow alarm cleared at startup or after
configuration change [SNMP Trap warnweaBufferOverflowClear 1061]

Alarm Event: Alert message corruption alarm cleared at startup or after
configuration change [SNMP Trap warnweaMessageFormatErrorClear 1071]

Alarm Event: Vvideo PID for inserting alarm cleared at startup or after
configuration change [SNMP Trap warnNoVideoPidForInsertClear 1081]

Alarm Event: Satellite communications alarm cleared at startup or after
configuration change [SNMP Trap warnSatelliteCommClear 1111]

Alarm Event: Groomer communication alarm cleared at startup or after configuration
change [SNMP Trap warnGroomerPaircCommClear 1121]
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Alarm Event: Alert message buffer overflow alarm cleared [SNMP Trap
warnweaBufferoverflowClear 1061]

Alarm Event: Alert message buffer overflow, possible insufficient NULL packets[SNMP
Trap warnweaBufferoverflow 1060]

Alarm Event: Alert message corruption alarm cleared [SNMP Trap
warnweaMessageFormatErrorClear 1071]

Alarm Event: Alert message corrupted. Check satellite receiver signal, alarms and
logs [SNMP Trap warnwWeaMessageFormatError 1070]

Alarm Event: Alert messsage reception has failed. Check satellite receiver signal,
alarms and logs [SNMP Trap warnSatelliteRcvrweaMinTimeout 1040]

Alarm Event: Alert message failure alarm cleared [SNMP Trap
warnsatelliteRcvrweaMinClear 1041]

Alarm Event: Alert messages not detected, timeout warning alarm activated. Check
satellite receiver signal, alarms and logs [SNMP Trap
warnsatelliteRcvrweaSecTimeout 1030]

Alarm Event: Alert messages detected. Timeout warning alarm cleared [SNMP Trap
warnsatelliteRcvrweaSecClear 1031]

Alarm Event: Groomer communication alarm cleared [SNMP Trap
warnGroomerpPaircommClear 1121]

Alarm Event: Cannot communicate with Groomer pair. Check IP addresses for both
groomers [SNMP Trap warnGroomerPairCommFailure 1120]

Alarm Event: Satellite communications alarm cleared [SNMP Trap
warnSatelliteCommClear 1111]

Alarm Event: Cannot communicate with satellite receiver card. Check receiver 1IP
address, alarms and logs. [SNMP Trap warnSatelliteCommFailure 1110]

Alarm Event: video PID for inserting alarm cleared [SNMP Trap
warnNovideoPidForInsertClear 1081]

Alarm Event: video PID for inserting not detected, Check PID replacement
configuration [SNMP Trap warnNoVideoPidForInsertTimeout 1080]

Alarm Event: Alert message detected in Primary broadcast input alarm cleared [SNMP
Trap warnweaMsgInBroadcastClear 1131]

Alarm Event: Alert message detected in Primary broadcast input [SNMP Trap
warnweaMsgInBroadcast 1130]

A1ar? Event: Bypass relay lock alarm is cleared [SNMP Trap warnBypassLockdownClear
1151

Alarm Event: System is Tocked into Bypass Relay Mode. Power reset of this Groomer
is required. [SNMP Trap warnBypassLockdown 1150]

Alarm Event: EIT/ETT missing alarm cleared [SNMP Trap warnMissingEitEttPidClear
1161]

Alarm Event: EIT and/or ETT PIDs for inserting not detected. Check PID replacement
configuration [SNMP Trap warnMissingEitEttPid 1160]

Alarm Event: EIT/ETT PID insert alarm cleared [SNMP Trap
warngitEttPidInsertingClear 1171]

Alarm Event: EIT/ETT PID inserting activated. Broadcast input may have insufficient
NULL packets. [SNMP Trap warntEitEttPidInserting 1170]

Alarm Event: Vvideo PID inserting alarm cleared. [SNMP Trap
warnvideoPidInsertingClear 1181]

Alarm Event: Vvideo PID inserting activated. Broadcast input may have insufficient
NULL packets. [SNMP Trap warnvideoPidInserting 1180]

Alarm Event: Fans OK and openGear Door closed [SNMP Trap warnOpenGearFanClear 1101]
Alarm Event: openGear Fans status set to OK at startup [SNMP Trap
warnopenGearFanClear 1101]

A1arT Event: Fan alarmed or openGear door open [SNMP Trap warnOpenGearFanFailure
1100

Alarm Event: openGear Power Supply 1 OK [SNMP Trap warnOpenGearPowerSupplylClear
1091]

Alarm Event: openGear Power Supply 1 Alarm [SNMP Trap
warnopenGearpPowerSupplylFailure 1090]
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A1ar? Event: openGear Power Supply 2 OK [SNMP Trap warnOpenGearPowersupply2Clear
1095

Alarm Event: openGear Power Supply 2 Alarm [SNMP Trap
warnopenGearPowersSupply2Failure 1094]

Alarm Event: Cannot communicate with openGear chassis, check IP address [SNMP Trap
warnopenGearcommAlarm 1000]

Alarm Event: openGear chassis communication OK [SNMP Trap
warnopenGearcommAlarmClear 1001]

14.14 System Fails Over to Backup Groomer

The Primary Groomer may occasionally fail over to the Backup Groomer for seemingly no reason. This can occur
during a rain fade if Receiver A loses carrier lock for an extended length of time. Each receiver’s logs can be
viewed to determine if Receiver A has lost carrier lock. Instructions on how to view and download each receiver's
log can be found previously in this Section under: Downloading the Sencore Satellite Receiver’s Diagnostics
and Logs.

Reversing the L-Band cables into the receivers, so that the C/N and margin shown on Receiver A is higher than
on Receiver B, may alleviate this issue.

14.15 Groomer Diagnostics

In the event of a problem each groomer has the ability to generate and download a diagnostic package. The
diagnostic package may be downloaded and sent to D2D for analysis. Click on the Diagnostics button on the left
side of the GUI. This will open up the Diagnostic page. From there you can click on the button Build and
Download the Diagnostic Package. The diagnostic package will download to your PC, and you can send this to
D2D for analysis.

€ Groomer-A x % Groomer-| B X AG2600 X AG2600 X ‘ + - X

< C A Notsecure | 192.168.1.164/diagnostic/ o Q3 e H

= D2MANAGE" Groomer-B openGear Frame ID: 219533130 Slot: 10

NAVIGATION Diagnostic

oo D2ZWARN Status
Diagnostic Package @

Build and Download Diagnostic Package |8 a

% D2WARN Configuration
2% System Settings

& Firmware

B Logs

+ Features

© Support

O DIagnostics  «(—

T
[]  d2mux3kog-040..gpg ~ Showall X

Figure 14-21. Downloading the Diagnostic Package of Groomer A
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15 Fan Filter Maintenance

15.1 Cleaning the Air Filter

Routine maintenance of the fan filter installed in the OG3-FR series frame is highly recommended to ensure
proper airflow through the chassis. The OG3-FR series frame has a single air filter that is used to prevent dust
and airborne particulates from contaminating the frame. This filter should be cleaned at least once a year; but
may need to be cleaned more frequently in some environments.

To Clean the Air Filter follow the procedure, below:

1. Remove the Air Filter from the Frame as follows. Locate the four 3/16”screws (#850-091R) on the frame
door faceplate. Refer to the figure, shown below, for screw locations.

Screw Screw

open Giéar 3.0
Open Uodl 9.9

HIG 4 POWER 22 SLOT (=

Screw Screw

Figure 15-1. Location of Faceplate Screws

2. Remove the four screws that secure the faceplate.

3. Ensure that the side door tabs are disengaged from the door.

4. Remove the faceplate by gently pulling it towards you while avoiding the Diagnostic LED Display, the
toggle buttons, and the monitoring LED

5. Gently remove the air filter off the metal protective screen that separates the filter from the fans.

6. Brush any loose dust off of the filter.

7. Place the filter under warm running water to remove any remaining dust. On one side of the filter is a
foam filter material. When rinsing, water should flow out of this side

8. Remove the filter from the water and thoroughly pat dry with a towel to remove any moisture.

9. Replace the clean, dry filter into the frame door as follows. Place the clean air filter across the metal
protective screen, orienting it in the same position you found it in during step 1.

10. Install the faceplate by gently fitting it back onto the frame door, ensuring the faceplate does not interfere
with the Diagnostic LED Display, the toggle button, and the monitoring LED.

11. Verify that the side door tabs are seated properly in the cutouts on the frame door bracket.

12. Using a Phillips screwdriver, secure the faceplate using the four screws removed during step 1.
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16 Cyber Security

16.1 Overview

Both the Groomers and Sencore Satellite Receivers in the WARN system can be protected from unauthorized
access by requiring passwords to access their GUI's. As received from the factory the Groomers have a default
password, and the Sencore receivers have no password (unprotected). In addition to the GUI, SSH access is
possible. It is therefore recommended that stations keep their WARN system(s) disconnected from the internet.

It is also recommended that stations change the default passwords, or set passwords, for additional security. In
the case of the Sencore receivers, it is further recommended to turn off SSH access. Instructions for changing
and setting passwords, and turning off SSH access are provided in this section. Also covered are changing SNMP
communities.

16.2 Changing the Groomer’s GUI Password

Although the security risk is low, it is recommended that the GUI password for each Groomer be changed from
the default as received from the factory. This is accomplished by logging into each Groomer, clicking on the
admin drop down menu found on the GUI’s banner, and selecting Account Settings:

= DZ2MANAGE Groomer-A openGear Frame ID: 219533130 Slot: 4

Welcome!

NAVIGATION D2WARN Status

2 Account Settings  (——

oi D2WARN Status
Internal Temperature: 61.52 ¢ @ Max Internal Temperature: 66.44 C @ Uptime:21Days23 o
& D2WARN Configuration

&% System Settings . i
Groomer-A Role: Primary Status: Alert Message Inserting Groomer-B Role: Backup Status: Alert Message Monitoring

@ Firmware

Broadcast Input @ Broadcast Output @ Broadeast Input @ Broadcast Output @
B Logs
+ Features 19.396 Mbps 19.396 Mbps 19.397 Mbps 19.399 Mbps
Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ Satellite Receiver Alert Message Heartbeat @
© support

|0.065 ss7e3 (N l0.061 ool (N

@ Diagnostics 66.848 Mbps 155

Revert Ba
Last Alert Message: NONE

Figure 16-1. Changing the Groomer’s Password

A window will open where you can assign a new Username and Password to that Groomer:

Account Settings.

Figure 16-2. Entering a new Password for the Groomer

This procedure should be repeated for the other Groomer.
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16.3 Setting or Changing the Sencore Satellite Receiver’s GUlI Password

As received from the factory a password is not required to log into the Sencore AG2600 Satellite Receivers. it is
recommended as a best practice to set a strong password for the AG2600 GUI.

Note: Some Sencore Receivers with newer firmware have a default Password set. The password on those
receivers is: mpegl101.

Setting a GUI password can be accomplished by logging into the GUI and setting a password on the Admin
page. Open a browser and enter the IP address of Receiver A. The main page will open. Click the Admin tab,
and then click Change Password. A new box will open where you can enter a new password. Click on Apply to
finish:

S sencore  AG2600

Temperature:  44.5C (112.1F) @ System Status & Logou

Logged inas:  admin

Admin Reporting

Admin Control Panel

) Change Password Profiles {5 SNMPMIBs ¢ | Diagnostics [ UpdateUnit @] Reboot 43 Resetto Defaults (@ Enable UID

‘

Efl General Settings

L Configure General Settings
unit Alias:

Protect BISS-E Injected ID:
PID Display Mode:

# Unit Network Configuration

4 Configure Primary . 192168101 Secondary Nameserver

Mode IP Address Subnet Mask Gateway Hostname MAC

L& Static 192 168.1.201 255.255.255.0 192.168.1.1 (none) 00:06:4D:01:CC:78

# TACACS+ Configuration 0

L2 Configure TACACS+ Status: Disabled  Server 1 (Primary): 0.0.0.0 Server2 (Secondary): 0.0.0.0

Ii‘ﬂ License Information (A

Figure 16-3. Changing the Password of the Sencore Receiver

2 Change Password

New Password

Confirm Password:

Figure 16-4. Entering a new Password for the Sencore Receiver

This procedure should be repeated for the other receiver.

16.4 Turning Off the Sencore Receiver’s SSH Access

Nearly all Sencore AG2600 Satellite Receivers shipped in station WARN systems were delivered with a

software version that does not require a password to access the root account (also known as Secure Shell

or SSH), meaning it is possible to access the Linux system without using any password. While it is best practice
to keep your WARN system disconnected from the internet (which mitigates the risk of this vulnerability), this SSH
vulnerability should be remediated to ensure your WARN system and wider network remain secure. The most
direct path to secure the root account is to turn off SSH access.



To turn off SSH access connect a PC running Windows 10 or later (see connection instructions in Section 1) and
open the command line. Alternatively, you may opt to use Putty or some other command line application.

It is recommended to perform these steps on Receiver B (Backup) first.
In the command line enter:

ssh root@ipaddress

where ipaddress is the IP address of the receiver for which you wish to turn off SSH. For example, to turn off
SSH for receivers using the factory default IP address, use the following commands:

For Receiver B: ssh root@192.168.2.208
For Receiver A: ssh root@192.168.2.207

Note: These IP address are the default IP addresses for receivers A and B as received from the
factory. If you have changed an IP address, the new IP address must be used. Also, the PC must
be configured to be on the same subnet.

If this is the first time accessing SSH, a warning may appear. Type yes, and then hit Enter. To log in simply hit
Enter again, as there is no password:

B OpenSSH SSH client = Od X

Microsoft Windows [Version 10.0.17763.2686]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\LocalUser>ssh root@192.168.1.204
The authenticity of host '192.168.1.204 (192.168.1.204)" can't be established.
RSA key fingerprint is SHA256:tFDyFguRcdYqSyymf@50Z//dxpoy8mA3SRd3HjwdjpQ.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.1.204" (RSA) to the list of known hosts.
root@192.168.1.204"s password:

[~1$

Figure 16-5. Accessing SSH for the First Time

If a warning does not appear, simply hit Enter to log in:

Nncore _AG2600

M OpenSSH SSH client

Figure 16-6. Logging Into the Root Account with No Password
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Note: If you discover that a password is indeed in place, you may skip this entire procedure, as your root
account is secure.

Next, to turn off SSH type rm /etc/rc.d/B65ssh and hit Enter:

core _AG2600

OpenSSH SSH client

Figure 16-7. Turning off SSH

The receiver must now be rebooted for the change to take effect. Log into the receiver’s GUI
(enter the receiver’s IP address in a browser window) and click the Admin tab. Next, click
Reboot. A window will appear asking if you are sure you want to reboot the unit. Click Yes.

Click to go forward, hold to see history

W Sencore AG2600

Logged inas:  admin Temperature:  435C(1103F) @  System Status & Logout

Admin Reporting

Admin Control Panel

Change Password Profiles {2 SNMP MIBs Diagnestics = Update Unit i Reboot 43, Resetto Defaults (@ Enable UID

—

43 Configure General Settings

Efl General Settings

Unit Alias:
Protect BISS-E Injected ID:
PID Display Mode:

# Unit Network Configuration

‘

4 Configure Nameservers Primary Nameserver Secondary Nameserver
Mode  |IP Address SubnetMask | Gateway Hostname MAC
- Static 192.168.1.201 255.255.2550 192.168.1.1 (none) 00:06:4D:01:CC:7B

# TACACS+ Configuration

‘

4 Configure TACACS+ Status Server 1 (Primary) Server 2 (Secondary)

‘

E¥ License Information

Figure 16-8. Rebooting the Sencore Receiver

97



Reboot

Are you sure you want to reboot the unit?

Figure 16-9. Confirm Rebooting the Sencore Receiver

The receiver will reboot, and you can log into its GUI again. If the GUI is unresponsive, clear your browser cache.

With Windows 10 and higher this may be accomplished by typing Ctrl + Shift + R, or Ctrl + F5. Either will clear
the cache. If that does not work, then the cache may be cleared by using the browser’s settings.

You can now confirm that SSH has been turned off by attempting to log into the root account. This can be done
as shown above, either by using the command line and entering:

For Receiver B: ssh root@192.168.2.208
For Receiver A: ssh root@192.168.2.207

Alternatively, you may use Putty to attempt to log into the root account.

With SSH turned off, if you try to access the root menu using the command line you should not receive the error
below:

Command Prompt

Figure 16-10. Using the Command Line to Log Into the Root Account with SSH Turned Off

If using Putty to log into the root account with SSH turned off you should see the error message, below:

PuTTY Fatal Error et -

8 MNetwork error: Connection refused

cascrmert |

m

Figure 16-11. Using Putty when Attempting to Log Into the Root Account with SSH Turned Off

This procedure should be repeated for Receiver A (Primary).
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Once you have confirmed that SSH has been turned off for both receivers, log into either Groomer A or Groomer
B. Depending on the timing when rebooting the primary receiver (Receiver A), it is possible the groomers in your
WARN system will have failed over from primary to backup. This will be indicated by the OpenGear frame lightbar
flashing yellow. Normal operation can be restored by logging into either groomer and clicking “Revert Back to
Primary Groomer.”

= D2MANAGE" Groomer-A openGear Frame ID: 219533130 Slot: 4 admin - D@D
NAVIGATION D2WARN Status
ol DZWARN Status
Internal Temperature: 62.75 C @ Max Internal Temperature: 66.44 C @ Uptime: 26 Days 20:10:06
&  D2WARN Configuration
o5 System Settings . ,
Groomer-A Role: Primary Status: Monitoring Ready to Revert to Inserting Groomer-B Role: Backup Status:

© Firmware

Broadcast Input @ Broadcast Output @ Broadcast Input @ Broadcast Output @
B Logs

- 1 . - -
+ Features 19.387 Mbps 19.367 Mbps 19.392 Mops 19.392 Mbps

Input from Satellite Receiver @ satellite Receiver Alert Message Heartbeat @ Input from Satellite Receiver @ satellite Receiver Alert Message Heartbeat @
@ support

[ ) 0.008 co
@ Diagnostics 66.808 Mbps 255 66.825 Mbps 245

Revert Back to Primary Groomer \

Last Alert Message: NONE

Last Alert Message: NONE

satellite RX Communications: @ ® Fans:@ [ J

Groomer Pair Communications: @ ® Powersupply 1: @ [} Satellte RX Communications: @ @ =@ ®
openGear Communications: @ ® Poversupply2 @ ° Groomer Pair Communications: @ @®  Power Supply 1: @ o
Alert Message Buffer Overflow: @ @  Alert Message Format: @ ® openGear Communications: @ ®  Powersupply 2@ o

Figure 16-12. Reverting Back to the Primary Groomer (If Necessary)

Note: The WARN system will only fail over when the groomers are configured for ASI — Failover Role
Primary, and ASI — Failover Role Backup.

16.5 Changing the SNMP Settings

In addition to communicating with an external alarm and monitoring system, the two groomers also use SNMP to
communicate with each other as well as their corresponding Sencore Satellite Receiver. Although the security risk
is very low, the user may wish to change the community names.

To change the groomer’'s SNMP community names, log into the groomer’s GUI and go to the Systems Settings
page. The rocommunity named and recommunity names may be entered, and saved:

DEMANAGE Groomer-A openGear Frame ID: 219533130 Slot: 4 admin v

NAVIGATION

4 D2WARN Configuration

General Settings

e System Settings Hostname @ ASI Out Burst Mode @
© Fimware GraomerA Enabled v
B Logs

+ Features

rocommunity rwcommunity trapsink @ trapcommunity
@ Diagnostics
public private 192.168.1.157 public

e

Figure 16-13. Changing the Groomer’'s SNMP Name
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Each Sencore satellite receiver uses SNMP to communicate its status to its associated groomer. For this
purpose, the Read-Only Community (rocommunity) is used. The rocommunity name may be changed if desired.
To change the Read Only Community name on the Sencore receiver, open its GUI and click on the Admin tab:

©sencore AG2600

) System Status & Logout

Temperature: 397 C (103.5 F)

Logged inas:  admin

Admin Reporting

Admin Control Panel

) Change Password Profiles  {5] SNMPMIBs & Diagnostics [ Update Unit  m| Reboot 4%, ResettoDefaults (@ Enable UID

Efl General Settings 0

L# Configure General Settings

Unit Alias:
Protect BISS-E Injected ID:
PID Display Mode:

Figure 16-14. Opening the Admin Page

Click the Settings icon, and a new window will open:

\ SNMP Communities @

¢ Configure SNMP Communities

Read-Only Community:
Read-Write Community:

Figure 16-15. Configuring the SNMP Communities

Enter the new Read-Only Community name and click Apply:

=2C SNMP Community Strings
—

Read-Only Community.  public /

Read-Write Community: private

Figure 16-16. Changing the Read-Only Community Name

Note: The Sencore receiver’s SNMP Read-Write community is not used by the WARN system. This would
only be used by the station’s external monitoring and control system.

If the Sencore receiver’s Read-Only SNMP community name is changed, it must also be changed on the
corresponding groomer. To change the SNMP community name to match the community name configured on the
receiver, log into the groomer’s GUI and open the D2WARN Configuration page. The community name may be
changed under: Cards this Groomer Communicates With. Enter the same community name that was entered

for the Sencore receiver in the previous step:
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admin v

= DZ2MANAGE Groomer-A openGear Frame ID: 219533130 Slot: 4 D 55

NAVIGATION D2WARN Configuration

Wi D2WARN Status

Cards this Groomer Communicates With @
@ D2WARN Configuration Device Device Name 1P Address @ Connection Test (click Save before clicking Check)
& System Settings Satellite Receiver v Receiver-A 192.168.1.201 public Check 192.168.1.201

@ Firmware Groomer public Check 192.168.1.164.

B Logs
+ Features
Broadcast Stream Flow and Failover Settings for This Groomer
0 suport Standard Configurations @
ASI Flow - Failover Role Primary v
© Diagnostics

Broadcast Stream Input @

Figure 16-17. Changing the Read-Only Community Name for the Sencore Receiver

Scroll to the bottom of the page and click Save, or simply hit Enter on the PC.

With WARN systems configured to operate with a Primary and Backup Groomer (ASI — Failover Role Primary,
and ASI — Failover Role Backup), SNMP is used to communicate the status of one groomer to its corresponding
groomer. Note that his only applies to systems running ASI with internal failover.

Each groomer in a WARN system has a SNMP rocommunity name which is entered on its Systems Settings
page:

= D2MANAGE Groomer-A openGear Frame ID: 234582075 Slot: 2

NAVIGATION 19216811

ol DZWARN Status

‘Save Rear Panel Eth1 and System Gateway
& D2WARN Configuration

System Settings
& 5 3 General Settings

Hostname @ ASI Out Burst Mode @
@ Firmware
d2warn-40390 Enabled v
B Logs
+ Fealures

Save General Settings
© Ssupport

SNMP Settings

rocommunity

© Diagnostics

rweommunity trapsink @ trapcommunity

public private 192.168.1.199 public

Save SNMP Settings.

Figure 16-18. In this Example the rocommunity Name for Groomer A is Set on its Systems Settings Page

For WARN systems with internal failover, that same rocommunity name must be entered on the other groomer’s
D2WARN Configuration page, under Cards This Groomer Communicates With:
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DZ2MANAGE Groomer-B openGear Frame ID: 234582075 Slot: 8 admin v

NAVIGATION D2WARN Configuration

oli D2WARN Status

Cards this Groomer Communicates With @
& D2WARN Configuration Device Type

Device Name 1P Address @ SNMP rocommunity @ Connection Test (click Save before clicking Check)
S system settings Satellite Receiver c 192.168.1.208
B Logs
+ Features

Broadcast Stream Flow and Failover Settings for This Groomer

© suort Standard Configurations @

ASI Flow - Failover Role Backup
@ Diagnostics

Broadcast Stream Input @

Figure 16-19. The Read-Only Community Name must also be Entered on Groomer B

If a groomer's SNMP rocommunity name is changed on its Systems Settings page, it must also be changed on
its associated groomer’s D2WARN Configuration page under Cards this Groomer Communicates With.

Note that a groomer’s rocommunity name may also used by a station’s monitoring system. The rocommunity
name on a groomer’s Systems Settings page, and on its associated groomer’'s D2WARN Configuration page
under Cards this Groomer Communicates With, and the stations monitoring system (if used) must all match.
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17 FAQs

Why are there two User Interfaces (GUIs): one for Groomer A and one for Groomer B? Are they the same?
Each groomer has its own GUI because that GUI may be configured as the Primary or Backup. Each GUI shows
the status of both groomers when configured for internal failover (Primary and Backup), however any
Configuration or System Settings changes to a groomer must be made via that groomer’s GUI.

Is it possible to reboot the system remotely?

You can reset the groomers by pressing the Restart Unit button on the System Settings page.

Can | use the empty openGear slots for other (non-WARN) modules?

Yes, the frame’s power supplies can support a fully loaded frame. Make sure there is adequate space for cooling.

Can the WARN system be operated in bypass mode?

Yes. Bypass mode can be configured using the D2WARN Configuration page, or by simply powering down the
unit.

How does Bypass mode work?

When configured for Bypass, the groomer’s bypass relay will deenergize connecting the ASI input directly to the
ASI output. This also happens if the WARN system is unplugged or powered down. Note that Bypass does not
work in any of the IP configurations.

On the ASI version, does the ASI signal pass if the groomer card is removed?

No, if one of the groomer cards is removed it will not pass the ASI signal. The bypass relay is located on each
groomer card. The system would need to be “jumpered around.”

Should | use a Windows PC or Mac to access the system’s GUIs?

You may use either, however an issue existed with early firmware releases which may cause the groomer to not
upload firmware when using a Mac. Firmware released in June 2021 corrected this issue.

Why is it recommended that the D2WARN system be installed immediately after the encoder and any PSIP
generation, prior to any other data inserting devices (Datacasting, Water-markers, Nielson boxes, etc.)?”

The WARN system is designed so that the station can meet their FCC requirements with minimal impact on its
broadcast stream. This recommended equipment order was chosen to prioritize what is important to the station.
Video and guide information is the highest priority.

If the WARN system is not first in line, it is not installed as designed. The WARN system is designed to have as
little impact as possible on the station’s broadcast stream. It opportunistically replaces null packets when they are
available. WARN equipment is designed to be first in line after the encoder and guide information. If it is installed
downstream it can’t work in the least impactful way.

If the WARN system is installed downstream, after Datacasting services, Water-markers, Nielsen, etc., there may
not be sufficient null packets available to insert alert messages as required by the FCC. In this case the WARN
system will start dropping ETT, EIT, and video information (in that order).
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Why does my system fail over to the backup groomer?

The Primary Groomer may occasionally fail over to the Backup Groomer for seemingly no reason. This can occur
during an extended rain fade if the signal level feeding Receiver A is slightly lower than that feeding Receiver B.
Reversing the L-Band cables into the receivers, so that the C/N and margin shown on Receiver A is higher than
on Receiver B, will alleviate this issue.

Where and when would we look for PID 0x911?

A transport stream analyzer at the output of the WARN system may show PID 0x911. However, many analyzers
cannot capture PID 911 because it is hot constant and is a very low data rate burst. The absence of PID 911 on a
transport analyzer is not necessarily an indication that the WARN system is not inserting. Contact D2D Support
for assistance if you would like verification that your WARN system is inserting PID 911.

Our system is on line and everything looks good with green lights on both groomers, both satellite receivers
locked, and a blue light bar on the openGear frame. However, our Transport Stream Analyzer doesn’t see a
0x911 PID inserted into our table.

Depending on your TS analyzer, the PID may show up as "Private Data," “unknown,” or a ghost PID. It is also
possible that it could show up as decimal 2321. There is also the likelihood that it may not show up at all, and if it
does show up it may be for less than a second due to its bursty nature and low data rate.

Where and when should we look for alert messages?

The D2WARN Status page will display the priority level of alert messages being inserted.

As far as timing, there are two different kinds of “heartbeats” as follows:

(1) Every 30 seconds the WARN system in the PBS NOC broadcasts a single 188-byte MPEG packet with a
header flag indicating that the packet is a heartbeat. The 30 second heartbeats do contain a payload. The
payload is simply ASCII text that says “Heartbeat Message.” If this heartbeat packet is not received at a
member station every 40 seconds, the local member station equipment will throw an alarm.

(2) Every 60 seconds, FEMA (usually) transmits something they call a “Link Test”. This is a multi-packet XML
message of around 3kBytes with a payload that basically says “I'm a Link Test, Your Connection to FEMA
is alive”. Unfortunately, FEMA doesn’t guarantee Link Tests will always be every 60 seconds. Sometimes
it is once every 120 seconds.

Will the system accept an external reference?
No, and external reference is not required.
Can the video processor add the ATSC PSIP descriptor to properly ID PID data? Currently WARN PID 0x911,

when monitoring a TS analyzer, will display a ‘ghost,” or “unknown” PID.

That feature is not currently envisioned, but we can add that to the list of possible future features

Can the WARN system be controlled by the DashBoard?

No. The main user interface will be each Groomer’s or Satellite Receiver's web GUI. DashBoard may only be
used to set or change IP addresses. The Dash Board system requires Java, and we are attempting to deliver a
solution that does not require member stations to install Java.
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If someday PBS decides to drop satellite delivery, does this end the WARN program?

No, it does not. WARN will be supported on any new distribution platform used by PBS. From a hardware
standpoint, the new system can also accept data from any IP or ASI source in place of satellite.

Can the new system feed the WARN message into multiplexer (mux), without passing the station’s program?

Yes. This is called No Input Mode and can be configured from the groomer's D2WARN Configuration page. In
this mode WARN messages are inserted at a rate that will not exceed 150 kbps. The output of the groomer will
also be capped at approximately 150 kbps. This mode is typically used when the output of the system is fed into a
multiplexer along with the station’s broadcast feed. The groomer’s output is a low data rate, unreferenced PID.
Consult your equipment manufacturer’s Technical Support for assistance configuring your station’s mux.

What is the data rate of the WARN messages as transmitted with our program stream?

WARN messages are seldom transmitted. When a message is transmitted it is of very short duration, resulting in
an average data rate of less than 1 kbps.

Can the groomer cards be swapped? That is, put Groomer A in Groomer B’s slot and vice versa?

Yes, although care must be exercised. It is not as simple as just reconfiguring their IP addresses and groomer

pair communication assignments. Do not attempt to swap the groomer cards without contacting D2D Customer
Support.
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